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Abstract. In this paper we propose an new abstract finite model of Mobile Ambients able
to express some interesting security properties. This model can be used for analysing these
properties by means of model checking techniques. The precision of the analysis can be
increased by modifying certain parameters of the model increasingly avoiding thereby the
occurrences of false counterexamples.

1 Introduction

The calculus of Mobile Ambients (MA) is meant to model wide area computations. Introduced
in [2], MA has as main characteristic to allow active processes to move between different sites.

A wide range of work has been recently carried out on the analysis of mobile ambients [1, 8,
12, 13, 18], mostly based on static-analysis techniques and abstract interpretation [7].

In this paper we propose a parametric finite abstract model to analyse properties of mobile
ambients processes by model checking — as an alternative to static analysis and abstract inter-
pretation. Our model is based on techniques introduced first in [10]. Such techniques provide a
general framework for modelling and verifying systems whose computation involves manipulation
of pointer structures. The model we define here is suitable for verifying some security properties of
systems, such as secrecy. It has the following features: (i) It provides a safe approximation of the
concrete transition system of processes. (ii) It models finitely (by means of abstraction) processes
that are in principle infinite due to replication (e.i., !P ). (iii) The model depends on two (numeric)
parameters that can be increased to tune its precision in case false counterexamples are returned
by the model checking algorithm.

The analysis we propose is based on the following strategy. Our models, called HABA, are spe-
cial Büchi automata with some characteristic proper of history-dependent automata [17]. HABA
are used to represent the behaviour of an ambient process P. Security properties are expressed in
the temporal logic NTL (introduced in [10]) which is interpreted over HABA runs. Then, the model
checking algorithm defined in [9, 11] can be used to verify the validity of the property against the
model.

The contribution of our approach w.r.t. existing analysis lays on its ability to deal finitely
with replication. The model distinguishes between P and !P at several level of precisions (due to
parametricity). Existing techniques can cope with replication only to a limited extent. They are
designed only for abstraction {0, 1, ω} (i.e., none, one, many). Our abstraction goes beyond this
range. The other advantage of our approach is that the model introduced here provide a general
and completely automated framework for the verification of properties of MA. This means that
the model is not limited to some specific safety properties (like static analysis techniques). Many
temporal properties expressible by NTL-formulae can be automatically checked on the abstract
model giving us the possibility to infer safe answer on ambient processes.

Related work. Our model takes inspiration from the following works. The paper [18] proposes
an algorithm detecting process firewalls that are not protective. The technique is based on a
control flow analysis and does not distinguish between a process P and !P . This technique is
enhanced in [12] where the precision of the analysis is improved by the use of information about
the multiplicity of the number of ambients occurring within another ambient. The distinction is
within the range {0, 1, ω}. Another refinement of the analysis proposed in [18], for the special case
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of Safe Ambients [15], is introduced in [8]. However, the analysis proposed — as the one in [18]
— does not distinguish between different copies of the same ambient. An abstract interpretation
framework for MA is proposed in [13]. Based on [12] and [8] the analysis given in this paper
considers some information about multiplicity of the ambients and contextual information. Again,
based on [12], the paper [1] defines a more accurate analysis for capturing boundary crossing. Also
in this work no information on multiplicities is provided.

A parallel stream of work considers model checking for mobile ambients using spatial logics [5]
and in particular ambient logic[3]. In [6] the authors identify a fragment of mobile ambients
(where replication is replaced by recursion) verifiable by model-checking. For this fragment, a
model-checking algorithm for the ambient logic is proposed. The paper [4] introduces a spatial
logic for synchronous π-calculus and investigate its power. A model-checking algorithm is then
presented for a class of bounded processes. Our contribution stands somehow between these two
independent streams of work in that it applies model checking in a static analysis oriented fashion.

Organisation of the paper. This paper is organised as follows: Section 2 reviews some background
on the ambient calculus. Section 3 gives an overview of NTL and HABA. Section 4 defines an
operational semantics for MA using HABA. Section 5 provides some concluding remarks.

2 An Overview of Mobile Ambients

We consider the pure Mobile Ambients calculus [2] without communication primitives.

Definition 2.1. Let N be a denumerable set of names (ranged over by a, b, n, m). The set of
processes over N is defined according to the following grammar:

N ::= in n
∣∣∣ out n

∣∣∣ open n (capabilities)

P, Q ::= 0
∣∣∣ (νn)P

∣∣∣ P |Q
∣∣∣ !P

∣∣∣ n[P ]
∣∣∣ N.P (processes)

For a process P we write n(P ), fn(P ), bn(P ) for the set of names, free names and bound names,
respectively. In a process there can be multiple ambients with the same name. 0 does not perform
any action. The restriction (νn)P creates a new name called n that is private in the scope of P .
P | Q is the standard parallel composition of processes P and Q. Replication !P represents an
arbitrary number of copies of P and it is used to introduce recursion as well as iteration. n[P ]
represents an ambient with name n enclosing a running process P . Ambients can be arbitrarily
nested. Capabilities provide ambients with the possibility to interact with other ambients. In
particular, in n has the effect to move the ambient that performs itinto a sibling ambient called
n (if there exists one). Symmetrically, by out n an ambient nested inside n, moves outside open n
dissolves an ambient n nested inside the one performing this capability.

Operational semantics The standard semantics of Mobile Ambients is given in [2] on the basis of
a structural congruence between processes (denoted by ≡) and a reduction relation. Structural
congruence provides us with a partitioning of processes into equivalence classes (of structurally
congruent processes) within which processes are equivalent up to syntactic restructuring. Ta-
ble 1 defines the structural congruence. Moreover, processes are identified up to α-conversion, i.e.,
(νn)P = (νm)P{n/m} if m /∈ fn(P ). Note that: n[P ]|n[Q] ≡/ n[P |Q] that is, multiple copies of an
ambient n have distinct identities. Moreover,

!(νn)P ≡/ (νn)!P (1)

that is, the replication operator combined with restriction creates an infinite number of new names.
This is exemplified as follows.
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Example 1. Let P1 =!(νn)(n[in n]) and P2 = (νn)!(n[in n]). Process P1 creates an unbounded
number of new local names, i.e., it expands as:

n′[in n′]|n′′[in n′′]|n′′′[in n′′′]| · · ·
where n′, n′′, n′′′, . . . cannot interact with each other since these names are local. Hence, P1 cannot
perform any action. On the contrary, P2 expands as

n[in n]|n[in n]|n[in n]| · · ·
that is, an infinite number of copies of the same ambient n is created. Every copy can interact with
any other one. Hence, in P2 the instances of n can move, producing thus, every kind of possible
nesting. ��
Our analysis adopts some simplifications on processes, in particular on those of the form !(νn)P .

P ≡ P (Refl)
P ≡ Q ⇒ Q ≡ P (Symm)
P ≡ Q ∧ Q ≡ R ⇒ P ≡ R (Trans)

P ≡ Q ⇒ (νn)P ≡ (νn)Q (Res)
P ≡ Q ⇒ P |R ≡ Q|R (Par)
P ≡ Q ⇒ !P ≡!Q (Repl)
P ≡ Q ⇒ n[P ] ≡ n[Q] (Amb)
P ≡ Q ⇒ M.P ≡ M.Q (Amb)

P |Q ≡ Q|P (Par Comm)
(P |Q)|R ≡ P |(Q|R) (Par Assoc)
!P ≡ P |!P (Repl Par)
(νn)(νm)P ≡ (νm)(νn)P (Res Res)
(νn)P |Q ≡ P |(νn)Q if n /∈ fn(P ) (Res Par)
(νn)m[P ] ≡ m[(νn)P ] if n �= m (Res Amb)

P |0 ≡ P (Zero Par)
(νn)0 ≡ 0 (Zero Res)
!0 ≡ 0 (Zero Repl)

Table 1. Structural Congruence for Mobile ambients.

The reduction relation → is defined by the rules listed in Table 2. The first three rules define
the effect of capabilities in one step-reductions. The reduction is then propagated within name
restriction, ambient nesting, and parallel composition by the next three rules. The last rule allows
the use of structural congruence during reduction. As usual, →∗ stands for the reflexive and
transitive closure of →.

n[in m.P |Q]|m[R] → m[n[P |Q]|R] (Red In)

m[n[out m.P |Q]|R] → n[P |Q]|m[R] (Red Out)

open n.P |n[Q] → P |Q (Red Open)
P ′ ≡ P P → Q Q ≡ Q′

P ′ → Q′ (Red ≡)

P → Q

n[P ] → n[Q]
(Red Amb)

P → Q

P |R → Q|R (Red Par)
P → Q

(νn)P → (νn)Q
(Red Res)

Table 2. Reduction rules for Mobile ambients.

3 An overview on NTL and HABA

In this section we summarise the framework for modelling and model cheking systems with pointers
introduced in [10, 11].
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Navigation Temporal Logic. Let LVar be a countable set of logical variables ranged over by x, y, z,
and Ent be a countable set of entities ranged over by e, e′, e1 etc. ⊥ �∈ Ent is used to represent
“undefined”; we denote E⊥ = E ∪ {⊥} for arbitrary E ⊆ Ent . Navigation Temporal Logic (NTL)
is a linear temporal logic where quantification ranges over logical variables that can denote entities,
or may be undefined. The syntax of navigation expressions is defined by the grammar:

α ::= nil
∣∣∣ x

∣∣∣ α↑

where nil denotes the null reference, x denotes the entity (or nil) that is the value of x, and α↑
denotes the entity referred to by (the entity denoted by) α (if any). Let x↑0 = x and x↑n+1 =
(x↑n) ↑ for natural n. The syntax of NTL is:

Φ ::= α = α
∣∣∣ α new

∣∣∣ α � α
∣∣∣ Φ ∧ Φ

∣∣∣ ¬Φ
∣∣∣ ∃x. Φ

∣∣∣ XΦ
∣∣∣ ΦU Φ .

The basic proposition α new states that the entity (referred to by) α is fresh, α = β states that α
and β are aliases, and α � β expresses that (the entity denoted by) β is reachable from (the entity
denoted by) α. The boolean connectives, quantification, and the linear temporal connectives X
(next) and U (until) have the usual temporal interpretation. We denote α �= β for ¬ (α = β), α ��
β for ¬ (α � β) and ∀x. Φ for ¬ (∃x. ¬Φ). The other boolean connectives and temporal operators
� (eventually) and � (always) are standard [19]. For example, �(∃x. x �= v ∧ x � v ∧ v � x)
expresses that eventually v will point to a non-empty cycle.

Formulae are interpreted over infinite sequences of triples, called allocation sequence,

(E0, µ0, C0)(E1, µ1, C1)(E2, µ2, C2) . . .

where for all i � 0, Ei ⊆ Ent and µi : E⊥
i → E⊥

i such that µi(⊥) = ⊥; µi encodes the pointer
structure of Ei

1. Ci is a function on Ei such that Ci(e) ∈ M = {1, . . . , M} ∪ {∗} for some fixed
constant M > 0. The number Ci(e) is called the cardinality of e. Entity e for which Ci(e) = m �M
represents a chain of m “concrete” entities; if Ci(e) = ∗, e represents a chain that is longer than M .
In the latter case, the entity is called unbounded. (Such entities are similar to summary nodes [20],
with the specific property that they always abstract from chains.)

Configurations and morphisms. States in our automata are triples (E, µ, C), called configurations.
In the following Conf denote the set of all configurations ranged over by γ and γ′. Configurations
at different abstraction levels are related by morphisms, defined as follows. Let C({e1, . . . , en}) =
C(e1) ⊕ . . . ⊕ C(en) where n ⊕ m = n+m if n+m �M and ∗ otherwise.

Definition 3.1. For γ, γ′ ∈ Conf , surjective function h : E → E′ is a morphism if:

1. for all e ∈ E′, h−1(e) is a pure chain and C′(e) = C(h−1(e))
2. e ≺′ e′ ⇒ last(h−1(e)) ≺ first(h−1(e′))
3. e ≺ e′ ⇒ h(e) �′ h(e′) where �′ denotes the reflexive closure of ≺′.

According to the first condition only pure chains may be abstracted to a single entity while keeping
the cardinalities invariant. The last two conditions enforce the preservation of the pointer structure
under h. By means of a morphism the abstract shape of the pointer dependencies represented by
the two related configurations is maintained. The identity function id is a morphism (from a
configuration to itself) and morphisms are closed under composition, i.e., the set of configurations
equipped with morphisms forms a category. Configurations γ and γ′ are isomorphic, denoted
γ ∼= γ′, iff there exist morphisms from γ to γ′ and from γ′ to γ such that their composition is the
identity function.

1 In the following we often use the notatiion e ≺ e′ for µ(e) = e′.
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Automata-based models. Morphisms relate configurations that model the pointer structure at
distinct abstraction levels. They do not model the dynamic evolution of such structures. To reflect
the execution of pointer-manipulating statements, such as either the creation or deletion of entities
or the change of pointers reallocations are used.

Definition 3.2. For γ, γ′ ∈ Conf , λ : (E⊥ × E′⊥) → M is a reallocation if:

1. (a) C(e) =
⊕

λ(e, e′) and (b) C′(e′) =
⊕

λ(e, e′)
2. (a) for all e ∈ E, |{e′ | λ(e, e′) = ∗}| � 1 and (b) {e′ | λ(⊥, e′) = ∗} = ∅
3. (a) for all e ∈ E, {e′ | λ(e, e′) �= 0} and

(b) for all e′ ∈ E′, {e | λ(e, e′) �= 0} are chains.

We write γ
λ
� γ′ if there is a reallocation (named λ) from γ to γ′.

The special entity ⊥ is used to model birth and death: λ(⊥, e) �= 0 denotes the birth of (some
instances of) e whereas λ(e,⊥) �= 0 denotes the death of (some instances of) e. Intuitively speaking,
reallocation λ redistributes cardinalities on E to E′ such that (1a) the total cardinality allocated
by λ to e ∈ E equals C(e) and (1b) the total cardinality assigned to e′ ∈ E′ equals C′(e′). Moreover,
(2a) for each entity e unbounded cardinalities (i.e., equal to ∗) are assigned only once (according
to (1b) to an unbounded entity in E′), and (2b) no unbounded entities can be born. The last
condition is self-explanatory. Note that the identity function id is a reallocation. The concept of
reallocation can be considered as a generalization of the idea of identity change as, for instance,
present in history-dependent automata [17]: besides the possible change of identity of entities, it
allows for the evolution of pointer structures.

To model the dynamic evolution of a system manipulating (abstract) linked lists, we use a
generalization of Büchi automata where each state is a configuration and transitions exist between
states only if these states can be related by means of a reallocation reflecting the possible change
in the pointer structure.

Definition 3.3. A high-level allocation Büchi automaton (HABA) H is a tuple 〈X, C,→, I,F〉
with:

– X ⊆ LVar, a finite set of logical variables;
– C ⊆ Conf , a set of configurations (also called states);
– −→⊆ C × (Ent × Ent × M) × C, a transition relation, s.t. c −→λ c′ ⇒ c

λ
� c′;

– I : C ⇀ 2Ent × (X ⇀ Ent), an initialization function such that for all c with I(c) = (N, θ) we
have N ⊆ E and θ : X ⇀ E.

– F ⊆ 2C a set of sets of accept states.

HABA can be used to model the behaviour of systems at different levels of abstraction: In par-
ticular, when all entities in any state are concrete (i.e., C(e) = 1 for all e), a concrete model is
obtained that is very close to the actual system behaviour.

Model Checking NTL In [11] a model checking algorithm which establishes whether a formula φ is
satisfiable on a given (finite) HABA H was developed. The model checking algorithm is based on
the construction of a tableau graph for GH(φ) as in [16]. As usual in model checking of infinite-
state systems in the presence of abstraction the algorithm is sound but not complete in the sense
that it might return false negatives, This means that if the algorithm fails to show H |= Φ then it
cannot be concluded that Φ is not satisfiable (by some run of H). However, since such a failure is
always accompanied by a “prospective” counterexample of Φ, further analysis or testing may be
used to come to a more precise conclusion.

4 Abstract models for mobile ambients

We give an abstract semantics for MA that captures essential information useful for proving
security properties. The information we try to retrieve are along the line of [8, 12, 13, 18]. We start
with some motivating examples.
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Motivating examples In wide area systems security is an important issue since trustworthy am-
bients may operate inside and together with untrustworthy ambients. Malicious ambients can
acquire information contained in other ambients by opening them. Properties such as secrecy of
data are preserved if no untrustworthy ambient can ever open a trustworthy one.

Example 2. In [8] the following system is considered. Ambient m wants to send a message to
ambient b. Messages are delivered by enclosing them in a wrapper ambient that moves inside the
receiver which acquires the information by opening it. For secret messages we want to be sure that
they can be opened only by the receiver b.

SYS1 = m[mail [out m.in b.msg[out mail .D]]] | b[open msg] | open msg.

Figure 1 shows a pictorial view of the initial configuration of SYS1. Data D is secret, mail is
the pilot ambient that goes out of m to reach b. The outer-most ambient, which we denote by
@, attempts to access the secret by an open msg. Once inside b, the wrapper mail is opened and
b reads the secret D. For the process SY S1 we want to guarantee that the property (UA): “no
untrusted ambients can access D”.

open msg

mail

open msg@

m

out m.in b.msg[out mail.D]

b

Fig. 1. Initial configuration of SYS1.

Example 3. The following example was presented in [1] where multilevel security for Mobile Am-
bients is investigated. Boundary ambients are introduced to protect high-level information. The
restriction is that high-level data must be contained either in boundary ambients or in low level
ambients not escaping boundaries. The authors consider the following system:

SYS2 = m[send [out m.in b | hdata [in filter ]]] |b[open send ] | filter [in send ] | open filter .

Boundary ambients are b and send . The security property we want this system to satisfy is (BA)”
“hdata is always within boundary ambients or if hdata is within the low level ambient filter then
filter is in a boundary ambient”.

The aim of this paper is to develop finite-state models for mobile ambients in order to verify
properties such as (UA) and (BA) by model checking.

4.1 HABA modelling approach

Basic idea of the model. Along the line of [8, 12, 13, 18], the essential information we want to
retrieve from a mobile ambient process P is:

which ambients may end up in which other ambient

To model the structure of a process P we introduce a classification among the entities in use. For
any ambient a occurring in P we have:

– A special entity aho (called a’s host) that is used to record, at any point in the computation, the
ambients (hosted) directly inside any copy of ambient a. It is fixed, i.e., during the computation
its position within the topology of the process does not change.
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– A special entity ais (called the inactive site of a). It is the repository where the copies of a
are placed when this ambient is inactive. Informally speaking, inactive means that a cannot
execute any action and it is not yet visible to other ambients (a complete exposition of this
concept is postponed till Section 4.5). As aho, also ais is fixed and it does not move during the
computation.

– Concrete/multiple/unbounded entities —distinct from aho and ais— that are used to represent
instances of the ambient a which execute capabilities. Each of this entities (if concrete) can
move according to the capabilities of the particular copy of a it represents. If there exists
several instances of a, some of them may be represented by multiple/unbounded entities. In
this case, before one single instance in the multiple/unbounded entity performs a capability it
is materialised.

Example 4. Figure 3 depicts how process SYS1 in Figure 1 is represented in our model. Outgoing
references define the son/father relation µ. Notation e:n says that e denotes an ambient with name
n. The host of an ambient, say a, keeps track of the ambients directly contained in any copy of a.
Thus, ambients m and b are inside the outer-most ambient @, whereas mail is inside m. Ambients
b and mail are empty. Hosts entities are depicted as squares and inactive sites as patterned squares
in order to distinguish them from entities that can move around during the computation (depicted
as circles). msg is inactive since in the beginning it cannot execute any action because it is guarded
by out m.in b. Only when both out m and in b have been consumed, msg is enabled to execute its
actions (it becomes active). Inactive ambients are modelled by letting the copies of the ambient
lead to the their inactive site. Only if an ambient is inactive its inactive site has some entity leading
to it. Figure 8 (left) shows the use of the unbounded entity e2 to model more than M copies of
the ambient n inside @.

4.2 Process indexing and preliminary notation

We assume that the names occurring bound inside restriction are all distinct from each other and
from the free names. This can always be achieved by α-conversion.

In order to achieve a more precise analysis we label the ambients occurring in the process P
by distinguished indexes. Let J be a countable set of indexes and Ñ = {nj | n ∈ N , j ∈ J} be
the set of indexed names. A indexed process P̃ is a process such that for every ambient construct
n[Q] occuring in P̃ we have n ∈ Ñ . However, names in capabilities or in name restriction are
not indexed. Let noi(P ) : Proc → Proc be function that given an indexed process P̃ , returns
the (non-indexed) process P obtained from P̃ by stripping out every index from the ambient
names occurring in P̃ . The process P̃ is an indexed version of P , if noi(P̃ ) = P . Moreover,
idx (P̃ ) = {j ∈ J | nj occurs in P̃} is the set of indexes occurring in P̃ .

Definition 4.1. Process P̃ is well-indexed if and only if

– P = 0;
– P = ni[Q] and Q is well-indexed and i /∈ idx (Q);
– P = Q | Q′, and Q, Q′ are well-indexed and idx (Q) ∩ idx (Q′) = ∅;
– P =!Q and Q is well-indexed;
– P = M.Q and Q is well-indexed;
– P = (νn)Q and Q is well-indexed.

Example 5. A well-indexed instance of P = a[in b.a[out b]] | b[0] is P̃ = a1[in b.a2[out b]] | b3[0].
We use indexing in order to distinguish between copies of identically named ambients that have
different behaviour, as for example the two instances of a in P̃ above. For simplicity (without loss
of generality) we assume that process indexing is done always after α-conversion.

In the following we assume that every process has been well-indexed. This can be considered as a
preprocessing step before the extraction of the model.



8

Preliminary notation We assume the existence of a global function A : Ent → n(P̃ ) that associates
to every entity e a (indexed) name of the ambients in well-indexed process P̃ represented by e. The
function A provides a partitioning of Ent . For e ∈ Ent , we write e:n as a shorthand for A(e) = n.2

Moreover, we write e:a ∈ E is a shorthand for e ∈ E ∧ A(e) = a. We consider two special sets of
entities E is

P ∩ Eho
P = ∅, where:

– E is
P = {nis ∈ Ent | n ∈ n(P )} is the set of inactive sites.

– Eho
P = {nho | nis ∈ n(P )}, is the set of host entities.

In every state of the model and for every ambient n we have nis point to nho; moreover we assume
A(nis) = A(nho) = n. Note that for an indexed process P̃ , there exist distinct instances of nis

i ,
nis

j and nho
j , nho

j where i �= j for different occurrences of the ambient n in P . Every HABA state
modelling mobile ambients is of the form:

q = 〈γ, P〉 ∈ States

where States = Conf × (Ent ⇀ 2Proc). The first component γ = (E, µ, C) ∈ Conf is the
standard configuration of HABA states as defined in Definition 3.3. For γ we write Efix for its
set of fixed entities Efix = E ∩ (Eho

P ∪ E is
P ) and Ec for its set of entities representing the copies of

ambients that can move, i.e., Ec = E\Efix. The second component P : Ent ⇀ 2Proc is introduced
for the special case of mobile ambients. P(e) associates to the entity e the set of processes that e
must execute. The typical state we obtain is shown in figures where the component P(e) is depicted
close to e. It is not written if it is the empty process. For example in Figure 3, e2 has to execute
{open msg}, whereas e1 only {0}.

4.3 Pre-initial and initial state: an overview

Pre-initial state. The pre-initial state is an artificial state that we add to the model to identify
for every entity which ambient it represents. The pre-initial state of a process P is built in such
a way that every entity representing a copy of the ambient n leads to the inactive site nis ∈ E is

P .
The structure of the graph does not reflect the initial topology described by P . When we specify
formulae in the logic we will exploit the fact that an entity e in the pre-initial state leads to nis to
express the fact that e is an entity representing a copy of the ambient n.
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e3 : mail

@is

@ho

mis

mho

e1 : m

out mail.D

msgis

e4 : msg

msgho

out m.in b.msg[out mail.D]open msg

bho

e2 : b

bis
mailis

mailho

Fig. 2. Pre-initial state of the process SYS1 of Example 2.

Example 6. Figure 2 depicts the pre-initial state of the process SYS1 in Example 2. The impor-
tant point to note for the moment in this figure is that every copy of an ambient leads to the
corresponding entity in E is

P . For example e1 that stands for m leads to mis. Although e1 has the
label m (i.e., A(e1) = m), this information cannot be exploited in the logic. However, in NTL we
can refer to mis by a logical variable xm. Hence, due to the pre-initial state, we can use the formula
∃x : x� xm in order to identify x as a copy representing the ambient m. ��
2 In the following we often make use of this notation in some contexts if it is necessary to know the

ambient of an entity. For example, in a function with parameter e, we write f(e:a) if it is essential to
know that e represents a copy of the ambient a.
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Example 7. The security property (UA) of Example 2 is violated if and only if the following NTL
formula is satisfied

ΦUA ≡ ∃x : x� xmsg ∧ �(x �/ xmsg ∧ x↑ �= xmail↑ ∧ x↑ �= xb↑).
ΦUA states that msg eventually will be included inside an ambient different from mail and b (which
are the only trustworthy ones) violating therefore the security property (UA). The property (BA)
of Example 3 is violated if and only if:

ΨBA ≡ ∃x : x� xhdata ∧ ∃y : y � xfilter ∧ �(x �/ xhdata x↑ �= xsend↑ ∧
x↑ �= xb↑ ∧ (x↑ = filter ⇒ y �/ xfilter ∧ y↑ �= xb↑ ∧ y↑ �= xsend↑))

ΨBA states that eventually hdata escapes the boundary ambients b and send , and if it is inside
filter this is not protected by one of the two boundaries.

Hence, if HSYS1 and HSYS2 are the HABA modelling SYS1 and SYS2, the security properties
are guaranteed to hold if we verify HSYS1 � ΦUA and HSYS2 � ΨBA. That can be automatically
checked using the model checking algorithm defined in [11, 9].

Initial state. The initial-state models the son/father relation (i.e. the topology) described by the
process in terms of entities and references between them. For example, Figure 3 shows the initial
state of the process SYS1 of Example 2. Finally, note that the ambient @ does not have a real
instance (it is modelled only by @is and @ho), therefore we use @is for the execution of open and
!.
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out m.in b.msg[out mail.D]
e3 : mail

mis mho bis bho msg is msgho

e4 : msg
out mail.D

mailis mailho

open msg

@is @ho

e1 : m e2 : b

open msg

Fig. 3. Initial state of the process SYS1 of Example 2.

4.4 On morphisms and canonical form for mobile ambients

Assumption on morphisms. The employment of E is
P as variables to name ambients in NTL-

formulae entails some assumptions on morphisms and reallocations. In particular, throughout
this paper we consider only morphisms that satisfy the following conditions:

h : γ1 → γ2 ⇒ h �E is
P = idE is

P
(2)

γ1
λ
� γ2 ⇒ ∀e ∈ E is

P : λ(e, e) = 1 (3)
h : γq → γq′ ⇒ ∀e ∈ Eγq : (Pq(e) = Pq′(h(e)) ∧ A(e) = A(h(e))) (4)

They force the correspondence of the program variables in configurations related by morphisms
or reallocations. Condition (4) is typical for the ambient calculus and simply forces morphisms
to map an entity e only onto another entity e′ representing the same ambient and executing the
same process.

Definition 4.2 (L-safety, L-compactness, L-canonicity). Let L > 0 and γ a configuration
with Eho

P ⊆ Eγ .

– γ is L-safe if ∀e ∈ Eho
P : (∀e′ : d(e′, e) � L ⇒ Cγ(e′) = 1).
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– γ is L-compact if ∀e ∈ Eγ : (indegree(e) > 1 ∨ ∃e′ ∈ Eho
P : d(e, e′) � L + 1).

– γ is L-canonical (or in L-normal form) if γ is L-safe and γ is L-compact.

Unformally, a state is L-safe if only concrete entities are closer than L + 1 pointer dereferences a
from a host. Moreover, a state is L-compact if there are no pure chains longer than L + 1. We use
only states in canonical form. This has several advantages (see [11]): it is possible to determine
precisely which entities are involved in a pointer update; moreover, for every configuration γ the
canonical form exists and it is unique (denoted by cf(γ)). Finally, using only states in canonical
form ensures to obtain always a finite-state HABA.

Dealing with multiple instances of an ambient. We represent multiple copies of the same ambient
by multiple/unbounded entities. Due to canonical form, multiple/unbounded entities are not direct
children of hosts: there are L concrete entities in between. However, both the multiple/unbounded
entity and the preceding concrete entities represent different copies of the same ambient. In other
words, all these entities are assumed to be at the same level, i.e., inside the same ambient. This is
according to our initial aim to collect information about what is contained at top level for every
ambient whereas we abstract the inner levels. With this model we are able to distinguish that
inside an ambient, say a, there are no instances of the ambient b; or there are precisely i instances
of b with 1 ≤ i ≤ L + M ; or there are more than L + M instances of b. Since L and M are
parameters of the model they can be properly tuned to accomplish a more precise model.

Example 8. Assuming M = 1, in the ambient a depicted in Figure 4, there are exactly two instances
of the ambient n and any number of copies strictly greater than 4 of the ambient b. Between copies
of the same ambient, we depicted dashed horizontal arrows to stress that, at the conceptual level,
these arrows do not describe a son/father relation as the solid vertical ones.
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aho

e1 : b

nis nho bis bho

e3 : n e4 : b e5 : b e6 : b e7 : be2 : n

ais

Fig. 4. Representing multiple instances of the same ambient.

4.5 Coding processes into HABA configurations

In this section we define a function that codes a given process P into a HABA state. This function
returns: (i) a configuration γ that models the ambients topology delineated by P ; and (ii) a
function P that associates to every entity in the configuration the set of capabilities it must
perform. We first need a few auxiliary definitions.

Configuration union. For a configuration γ, let a
γ(e) be the longest pure chain of a copies in γ

leading to (and including) e. That is

a
γ(e) = {e′ ∈ Ec

γ | e′:a, e ∈ µ∗(e′)} ∪ {e} (5)

For example in Figure 4, we have n
γ(aho) = {e2, e3, a

ho} and b
γ(aho) = {e7, e6, e5, e4, a

ho} and
n
γ (bho) = {e1, b

ho}. For configurations γ, γ′ with distinct sets of non-fixed entities i.e., such that
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=

nho

e1 : b

nis

γ1

bis bho

γ2

e1 : b

nhonis bhobis

γ1 ∪ γ2

e3 : n e4 : b e5 : be2 : n

ahoais

γ3

e6 : b e7 : b

ais aho

γ4

e6 : b e7 : be3 : n e4 : b e5 : be2 : n

ais aho

γ3 ∪ γ4

e3 : ne2 : n

ahoais
γ5

e6 : b e7 : b

ais aho

γ6

e6 : b e7 : be3 : ne2 : n

ais aho

γ5 ∪ γ6

=�

� =

�

Fig. 5. Example of configuration unions.

Ec
γ ∩ Ec

γ′ = ∅ we define the union configuration γ � γ′ = (E, µ, C) where:

E = Eγ ∪ Eγ′

µ(e) =




µγ(e) if e ∈ Eγ

µγ′(e) if e ∈ Efix
γ′

first(a
γ(µγ′(e))) if e:a ∈ Ec

γ′ ∧ µγ′(e) ∈ Eho
γ′

µγ′(e) otherwise

C(e) =
{Cγ(e) if e ∈ Eγ

Cγ′(e) if e ∈ Eγ′\Eγ

The definition of E is straightforward. C is well defined since Cγ and Cγ′ are equal to the 13 on
fixed entities which may be the only intersection of their domains. For e:a ∈ Eγ′ , µ(e) assigns
the first entity in the queue of copies of a. Some examples of configuration unions are depicted in
Figure 5. If both configurations have copies of an ambient, say b, inside the same ambient, say a,
the union appends the copies of the second configuration to those of the first one. In the figure,
this is exemplified in γ3�γ4. To accomplish union of states we need also to define a notion of union
for the component P of the state. This is done point-wise as follows: let q = 〈γ, P〉 and q′ = 〈γ′, P′〉
be two states and e ∈ Eγ ∪ Eγ′ , then

(P � P′)(e) =




P(e) ∪ P′(e) if e ∈ Eγ ∩ Eγ′

P(e) if e ∈ Eγ\Eγ′

P′(e) if e ∈ Eγ′\Eγ

(6)

Finally the union of states is defined component-wise: 〈γ, P〉 � 〈γ′, P′〉 = 〈γ � γ′, P � P′〉.

Subprocesses executed by ambients. Given a process P the function ρ : Proc → 2Proc returns the
set of sub-processes that the ambient containing P must execute. It is defined by:

ρ(0) = ∅ ρ(M.Q) = {M.Q}
ρ(Q | Q′) = ρ(Q) ∪ ρ(Q′) ρ(m[Q]) = ∅
ρ(!Q) = {!Q} ρ((νn)Q) = ρ(Q)

Processes belonging to nested ambients are not returned. Note that because of the assumption on
the bound names we can delete restriction.
3 This is the cardinality function that assigns 1 to every entity in its domain.
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ε(a)

aho

0
ais

0

11

Fig. 6. Graphical representation of ε(a).

Example 9. Consider our running example SYS1. We have:

ρ(out m.in b.msg[out mail .D]) = {out m.in b.msg[out mail .D])}.

This will be used to define the process that must be executed by the entity representing the
instance of mail . Moreover, since m contains only mail [out m.in b.msg[out mail .D]]) the copy of m
does not execute anything, in fact ρ(mail [out m.in b.msg[out mail .D]]) = ∅.

Enabled ambients. An enabled ambient is an ambient which is ready to perform some action.
enab(P) denotes the set of all enabled ambients in P . It is defined as:

enab(0) = ∅ enab(M .Q) = ∅
enab(Q | Q ′) = enab(Q) ∪ enab(Q ′) enab(a[Q ]) = {a} ∪ enab(Q)
enab(!Q) = enab(Q) enab((νn)Q) = enab(Q).

For example, in SYS1 of Example 2 the set enab(SYS1 ) = {m,mail , b}. Note that ambient msg is
not enabled (yet). The classification of enabled and non-enabled ambients entails a corresponding
representation on the HABA configurations of the process. We have the following (semantic) notion
that corresponds to (the syntactic one of) being enabled.

Definition 4.3. In state q, the ambient n is active if �e ∈ Eγq : e ≺γq nis.

If n is not active it is called inactive. The operational rules use this notion in order to distinguish
between ambients that may perform a capability from those that cannot.

Constructing the state. We use the following abbreviation for a configuration composed only by
two entities.

(e1, k1, P1) ≺ (e2, k2, P2) = 〈{e1, e2}, {e1 ≺ e2}, {e1 �→ k1, e2 �→ k2}, {e1 �→ P1, e2 �→ P2}〉

The very basic building block for the construction of the state is the representation of that
(sub)part related to the fixed entities of an ambient a, i.e., ais, aho. Let a ∈ n(P ):4

ε(a) = (aho, 1,0) ≺ (ais, 1,0)

ε(a) indicates the empty (fixed) state for ambient a and its graphical representation is shown in
Figure 6. The function Ω(a, P, k, act) returns a HABA state representing the process P contained
inside the ambient a. The parameter k is used for dealing with cardinalities. The parameter act is
a boolean that instructs Ω to construct the P configuration with the active or with the inactive
representation of its ambients.

4 From now on when convenient we write a state as a four tuple 〈E, µ, C, P〉, where it is clear that the
first three correspond to the configuration.
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Ω(@, m[mail [out m.in b.msg [out mail .D]]], 1, tt)

@is @ho

e2 : b

open msg

bis bho

Ω(@, b[open msg ], 1, tt)

mis mho@is @ho

e1 : m

mail is mailho

e3 : mail

out m.in b.msg[out mail.D]

msghomsg is

e4 : msg

out mail.D

Fig. 7. HABA states (up to isomorphism) returned by Ω(@, b[open msg ], 1, tt) and
Ω(@, m[mail[out m.in b.msg [out mail .D]]], 1, tt).

Formally, Ω : N × Proc× M∗ × B → States is given by:

Ω(a,0, k, act) = ε(a)

Ω(a, m[Q], k, act) = ε(a) � Ω(m, Q, k, act) �



(e, k, ρ(Q)) ≺ (aho, 1,0), if act

(e, k, ρ(Q)) ≺ (mis, 1,0) otherwise
where e:m is fresh

Ω(a, Q1|Q2, k, act) = Ω(a, Q1, k, act) � Ω(a, Q2, k, act)
Ω(a, (νn)Q, k, act) = Ω(a, Q, k, act)

Ω(a, !Q, k, act) = Ω(a, Q, ∗, act)
Ω(a, N.Q, k, act) = ε(a) � Ω(a, Q, k,ff)

The representation of the empty process inside a is given by the empty active state for a. The
representation of m[Q] in a comprehends the empty state for a, the sub-state of Q inside m and
a configuration with a non fixed entity e standing for the copy of m in a. Depending on the
parameter act, this representation can be either the active or the inactive one. Fixed entities have
always cardinality 1, whereas entities representing copies, like e, are concrete if their ambient
does not occur within the scope of replication. This is recorded in the parameter k which is
assigned to e as cardinality. Moreover e has associated the set of capabilities ρ(Q) to be executed.
The representation of Q1|Q2 is given by the union of the representation of Q1 and Q2. When
encountered, Ω(a, !Q, k) makes a recursive call changing the cardinality from k to ∗ This assigns
cardinality ∗ to every non-fixed entity within the scope Ω(a, Q, ∗). Finally, the representation
of N.Q inside a has the empty state for a and the inactive representation for the process Q —
which contains only non-enabled ambients since it is guarded by N . Therefore the recursive call
Ω(a, Q, k,ff) is done with the explicit value act = ff.

Lemma 1. For all m ∈ n(P ) and Q subprocess of P : if Ω(m, Q, k, tt) = 〈γ, P〉 then m is active.

Proof. Straightforward by induction of the structure of Q.

Lemma 2. For every process P , a ∈ enab(P) ⇒ a is active in Ω(@, P, 1, tt).

Proof. Straightforward by induction of the structure of P and by the previous lemma.

Example 10. Figure 7 shows the HABA state representation for Ω(@, b[open msg ], 1.tt) as well
as Ω(@, m[mail [out m.in b.msg[out mail .D]]], 1, tt). In the latter, note the different representation
between active ambients (@, m, mail) and inactive (msg). Composing the two states (by the union
operation) together with Ω(@, open msg, 1, tt) we obtain:

Ω(@, b[open msg ], 1, tt) � Ω(@, open msg , 1, tt) �
Ω(@, m[mail [out m.in b.msg[out mail .D]]], 1, tt) = Ω(@,SYS1, 1, tt).
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*

nis nho nis nho@is @ho

in n
e2 : n

*
e3 : n

in n

@is @ho

e2 : n

in n

Fig. 8. Left: HABA state (up to isomorphism) returned by Ω(@, !n[in n], 1, tt). Right: Its 1-canonical
representation.

The state Ω(@,SYS1, 1, tt) is depicted in Figure 35.
As different example, the left part of Figure 8 shows a state involving replication. By definition

we have Ω(@, !n[in n], 1, tt) = Ω(@, n[in n], ∗, tt) therefore, the entity e2 modelling the copies of n,
becomes unbounded.

Finally, the next definition give the encoding of a process in a L-canonical HABA state. Ω(@, P, 1, tt)
does not necessarily return a canonical state. That happens only in some circumstances involving
unbounded entities.

Definition 4.4 (Process encoding). The process encoding function D : Proc → States is
defined by:

D(P ) = 〈cf(γ), P[@is �→ ρ(P )]〉
where Ω(@, P, 1, tt) = 〈γ, P〉.

The existence of a unique canonical form is proved in [11, 9]6. For example, the state in the left
part of Figure 8 is not L-canonical for any L > 0. The canonical form (shown for the case L = 1
on the right side of the same figure), automatically provides us with the correct representation
needed for the simulation of P ’s behaviour. The definition D assigns to the inactive site @is the
set ρ(P ) containing the capabilities to be executed by @.

Pre-initial and initial state construction. For any process P , its pre-initial state is given by:

qpre = Ω(@, P, 1, ff) (7)

References among entities are defined — by the application of Ω(@, P, 1, ff) — in order to follow
the (inactive) scheme introduced informally in Section 4.1 (in particular see Figure 2). From the
previous definition we have that in the pre-initial state every ambient in P is inactive. Given the
mapping D, the definition of initial state is straightforward :

qin = D(P ). (8)

4.6 Configuration link manipulations

In the definition of the operational model, the computation of a process P corresponds to specific
pointer manipulations that mimic the movements of P -ambients.

5 Except for the capability of @is that is be dealt with in a special way, see Definition 4.4.
6 In these papers, the existence of the canoinical form is proved for a more general class of L-safe con-

figurations. Here we don’t need to consider L-safe configurations because of the special form of the
configuration. For the well-indexed hypothesis of the processes there cannot be chains of entities with
more than one unbounded entity.



15

Activating ambients. Active ambients in a HABA state modelling P correspond to enabled am-
bients in P . If an ambient is enabled it means that one of its instances can execute capabilities.
During the computation, if a executes the capability N of the process N.Q, some ambients in Q
may become enabled (since Q is no longer guarded by N). In the HABA state these ambients must
be activated in order to have a consistent representation of the process. Here we define a function
actQ,a(γ) that modifies the pointer structure of γ in such a way that every enabled ambient of the
process Q rooted in a becomes active.

actQ,a(γ) = (γ\γΩ(a,Q,1,ff)) � γΩ(a,Q,1,tt).

The activation process consists of replacing the part of the configuration related to Q with inactive
representation (i.e., Ω(a, Q, 1, ff)) by the configuration where the enabled ambients of Q are active,
i.e., Ω(a, Q, 1, tt).

Proposition 1. ∀m ∈ n(Q) : (m ∈ enab(Q) ⇔ m is active in Ω(a, Q, 1, tt)).

Proof. Straightforward by induction on the structure of Q.
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aho

@is @ho

mismho@is @ho

e1 : m
Ω(@, m[0], 1, tt)

bis bho

e1 : b

nis

e5 : b e6 : b e7 : be4 : be1 : b

nis nho bis bho

Ω(@, m[0], 1, ff)

mismho

e1 : m

activate

move(γ, e3, nho)

e3 : n

aho

e4 : b e5 : b e6 : b e7 : be2 : n

ais
nho

e3 : ne2 : n

ais

Fig. 9. Left: Rearrangements of pointers performed by actm[0],@(γ) activating m. Right: Rearrangements
of pointers for move(γ, e4, n

ho).

Figure 9 (left part) depicts the activation of the ambient m by the outer-most ambient @. It
corresponds to actm[0],@(γ).

Moving ambients. The execution of in and out involves moving entities from one host entity to
another. In our setting, this activity requires some re-adjustments of pointers. For example, several
instances of an ambient b contained in a form a queue (cf. Figure 4). If another copy e:b enters
a, it is enqueued in the first position of the queue. Symmetrically, if a copy of b moves out a (in
Figure 4 the entity e4) it must be dequeued and enqueued in the target ambient. We define the
function move(γ, e, ê) that, in order to move e inside ê, manipulates γ according to the consistency
requirements just described. move : Conf × Ent × Ent → Conf is defined by:7

move(γ, e, ê) = (Eγ , µγ [e �→ ê, µ−1
γ (e) �→ µγ(e), e′ �→ e], Cγ)

where µγ(e′) = ê, A(e′) = A(e). The entity e moves inside ê (the first pointer update of µγ). The
second and the third update concern the consistency discussed above. In particular, if there is a
queue starting with an entity µ−1(e) pointing to e after the transition, µ−1(e) points to µ(e) (i.e.,
7 We write f [x 
→ y] the update of f at x, i.e., for function that is like f except on the argument x where

we have f [x 
→ y](x) = y.
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second link update). Moreover, ê may already have a queue (with first element e′) representing
copies of A(e). In this case, e is inserted in the first position (third link update)8. Figure 9 (right
part) shows how the configuration changes when e4 moves inside nho.

State update for the In/Out. There are more modifications to carry out during the execution of
capabilities in and out than those performed by move. More specifically, assume there is an entity
e that executes N.Q where N is either in or out . The execution of N requires three kinds of tasks:

(i) pointer rearrangements moving e from its current location to the target location and those
due for the consistency of the configuration. As we have seen, these updates are performed by
move.

(ii) rearrangements due to the activation the ambients that in Q become enabled.
(iii) the set of capabilities P(e) should be updated in order to record that e has executed N and

that it must continue with Q.

We define the function IOUp(q, N.Q, e, ê) that manipulates the state q according to (i)–(iii) when
e moves inside ê because of the execution of N and continue with Q. IOUp : (States × Proc ×
Ent × Ent) → States is defined by:

IOUp(q, N.Q, e, ê) = 〈actQ,A(e) ◦ move(γq, e, ê), P[e �→ P(e)\{N.Q} ∪ ρ(Q)]〉
The configuration of the state is obtained applying first the rearrangements to move e inside ê

(this is done by move). After the manipulation of pointers activation takes place. The component
P(e) is obtained deleting N.Q and adding the subprocesses to be executed in Q, i.e., ρ(Q).

Dissolving ambients. The operation diss(γ, aho, e:b) modifies γ so that the ambient a opens the
ambient b represented by e. Pointers are updated in such a way a acquires b’s inner ambients. More
precisely, γ is updated first of all in order to link to aho some possible other copies of b contained
in a, i.e., µ−1

γ (e). Secondly, a acquires the ambients nested inside the copy of b (given by e), that
is µ−1

γ (bho). The function diss : (Conf × Ent × Ent) → Conf is defined by

diss(γ, aho, e:b) = (Eγ\{e}, µγ [µ−1
γ (e) �→ aho, µ−1

γ (bho) �→ aho], Cγ �Eγ\{e}).

State update for open. The update of the state when open is executed involves a rearrangement of
links done by diss , the activation of the ambients that become enabled and the update of the set
of subprocesses that remain to be done by the entity executing open. OpenUp : (States×Ent ×
Ent × Proc) → States) is defined by:

OpenUp(q, N.Q, e′:a, e) = 〈actQ,a ◦ diss(γq, a
ho, e), P[e′ �→ P(e′)\{N.Q} ∪ ρ(Q) ∪ P(e)]〉

Note that e′ is the entity executing open . Since it is a copy of ambient a, its host is passed as
parameter of diss . However, e′ takes the processes P(e) that were supposed to be executed by e.

4.7 A HABA semantics of mobile ambients

We can now define the HABA HP meant as an abstract model for the process P .

Definition 4.5. Let P be a well-indexed process. The abstract semantics of P is the HABA HP =
〈XP , S,→, I,F〉 where

– XP = {xn | n ∈ n(P )} ∪ {x@};
– S ⊆ States such that qpre, qin ∈ S, where for state 〈γ, P〉 ∈ S, the component P(e) is the set

of processes that must be executed by e.
– let R ⊆ S× (Ent ×Ent → M)×S be the smallest relation satisfying the rules in Table 3. Then

−→ = R∪ {(qpre, λpre, qin)} ∪ {(q, id , q) | ¬∃q′, λ : (q, λ, q′) ∈ R};
8 Note that e′ may not exist in which case this update does not take place.
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– dom(I) = {qpre} and I(qpre) = 〈∅, ϑ〉 where ϑ(xn) = nis (n ∈ n(P )).
– F = {{q ∈ S | 9∃q′, λ : q −→λ q′) ⇒ q = q′}}.

The set XP contains a logical variable for each ambient name occurring in P plus x@ that is used
to refer to the outer-most ambient. The transition relation −→ contains those transitions defined
by means of the rules in Table 3 together with a transition from the pre-initial state to the intial
state with reallocation λpre = h−1

cf (γΩ(@,P,1,tt)) and an “artificial” self-loop for each deadlocked
state in R. The set of accept states F is defined as the set of states which only have a self-loop.
Every computation reaches an accept state that is visited infinitely often, fulfilling therefore, the
generalised Büchi acceptance condition. The set of initial states contains only the pre-initial state
and the interpretation ϑ that allows us to refer to ambient names in NTL formulae.

In
e ∈ Em, in b.Q ∈ Pq(e), bi ∈ siblings(e)

q −→λ cf(γ′′), P′

where 〈γ′, P′〉 = IOUp(q, in b.Q, e, bho
i ) and γ′′ ∈ SExp(γ′)

Out
e ∈ Em, out b.Q ∈ P(e), e ≺ bho

i a ∈ parents(bi )

q −→λ cf(γ′′), P′

where 〈γ′, P′〉 = IOUp(q, out b.Q, e, aho) and γ′′ ∈ SExp(γ′)

Open
e ∈ Em

@, open b.Q ∈ P(e), e′:bi ∈ son(A(e))

q −→λ cf(γ′′), P′

where 〈γ′, P′〉 = OpenUp(q, open b.Q, e, e′) and γ′′ ∈ SExp(γ′)

Bang
e ∈ Em

@, !Q ∈ P(e)

q −→λ cf(γ′), P′

where P′ = Pq [e 
→ Pq(e) ∪ ρ(Q)] and γ′ ∈ SExp(actQ,A(e)(γq))

Table 3. Operational rules for Mobile ambients.

Operational rules. The execution of a capability N.Q, in a given state q, applies the following
pattern: γq is first modified in order to achieve the needed link rearrangements that depends
from the capability executed and Pq is updated. This is performed by IOUp (for in and out ) or
OpenUp (for open ). Applying such pointer updating corresponds to an id reallocation from γ to
γ′. Because of the rearrangements of the links, γ′ may be not canonical. Therefore, we consider its
safe expansion, i.e. SExp(γ′) 9 and for each of its element γ′′ we take the canonical form cf(γ′′).
The reallocation is defined as: λ = hcf ◦ h−1(γ′) where the morphism h is determined by the safe
expansion of γ′ and hcf is the morphism giving the canonical form of h−1(γ′). Again [11] shows
that is a good definition of reallocation.

For a configuration γ, the transition relation uses some auxiliary concepts. The entities (in the
source state q) that are allowed to move, called mobile entities, are

Em = {e ∈ Ec
q | A(e) is active, µq(e) ∈ Eho

P }.
9 The safe expansion of a (possibly unsafe) configuration γ′ is a finite set of L-safe configurations γ′′

which are related to γ′ by a morphism (i.e., they represent the same topological structure). Formally:
SExp(γ′) = {γ′′ | γ′′ is L-safe and h : γ′′ → γ′}. See [11] for an exhaustive treatment.
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Only concrete non-fixed entities modelling an active ambient and directly pointing a host can
move. Other concrete entities do not move. For example in the state represented in Figure 4, we
have Em = {e1, e3, e4}. Entities such as e2 and e5 can only move when they are shifted to the
beginning of the queue, i.e., when e3 and e4 have moved, respectively. In the rules Em

@ = Em∪{@is},
moreover, we use:

siblings(e) = {bi | ∃e′:bi �= e ∧ (µγ(e′) = µγ(e) ∨ µγ(e′) = e)}
son(a) = {e′ ∈ Eq\E is

P | e′ ≺q aho}
parents(bi) = {a | ∃e′:bi ∈ son(a)}

siblings(e) is the set of ambients having an instance with the same parent of e. son(a) returns
the entities that are sons of the ambient a. parents(bi) is the set of parents of indexed ambients
bi. For example in the initial state in Figure 3 we have: siblings(e1 ) = {b}, siblings(e3 ) = ∅,
parents(mail) = {m}, son(@) = {e1, e2}. We explain the rules for the transition relation.

– In rule: If a mobile entity e has among its enabled capabilities inb.Q and there exists a sibling
ambient b then e moves inside b. Any indexed bi must be considered.

– Out rule: If a mobile entity e executes out b.Q and its father is any indexed ambient bi, i.e.
e ≺ bho

i then e must move in every ambient containing a copy of bi.
– Open rule: A mobile entity e can execute open b, if there exists a son(A(e)) e′ modelling a

copy of b. Entity e′ is dissolved and the component P(e) acquires the processes contained in
P(e′). This is done by the application of OpenUp.

– Bang rule. If a process !Q is contained in the set of processes that e must execute, then !Q
is expanded using the equivalence !Q ≡ Q|!Q.

Note that we do not need structural rules for parallel composition, restriction, ambients since
those constructs are implicitly represented in the configuration of a state.

Example 11. The HABA modelling SYS1 of Example 2 is depicted in Figure 10. as we have seen
in that example, for SYS1 we wanted to check the secrecy property: (UA) “no untrusted ambients
can access D” and expressed by the NTL-formula:

ΦUA ≡ ∃x : x� xmsg ∧ �(x �/ xmsg ∧ x↑ �= xmail↑ ∧ x↑ �= b).

No runs of the HABA satisfies φ therefore in SYS1 only b can access the secret data D. ��
Example 12. Part of the HABA for the process !n[!in n] is shown in Figure 11 for L = 1 and
M = 1. With this parameters we can distinguish that there are 0,1,2, and more than 2 ambient
nested in n at the same time. Increasing the values of L or M we can accomplish more accurate
predictions at the cost of increasing the state space of the HABA.

Given a process P , the subpart of the state containing only fixed entities is ε(n(P )) =
⊎

a∈n(P ) ε(a).
We write λ∗ as a short hand for a finite sequence of reallocation λ′, λ′′, . . . , λn and q →λ∗ qn as
a short hand for the sequence of transitions q →λ′ q′ →λ′′ q′′ →λ′′′ · · · →λn qn for some state
q′, q′′, . . . .

Theorem 1. Let P̃ be a well-indexed process. If noi(P ) → Q then there exists λ∗ and a well-
indexed process Q̃′ such that D(P̃ ) →λ∗ (D(Q̃′) � ε(n(P̃ ))) and noi(Q̃′) ≡ Q.

Proof. See Appendix A. ��
The previous theorem ensures that the abstract semantics for mobile ambients presented in this
chapter provides a safe approximation of a process P . Although for many interesting processes
the method provides rather precise information, some limitations occur on processes where name
restriction is combined with replication. Like other analyses for mobile ambients based on static
methods [8, 12, 13, 18], our semantics does not distinguish between processes !(νn)P and (νn)!P
as instead it is done by the standard infinite semantics (cf. observation at page 2). However, our
model is able to capture precise information on the number of copies of the same ambients that
may be inside another ambient, therefore it is able to distinguish between P and !P . The precision
can easily be increased.
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bis mail is

msgho

e4 : msg

out m.in b.msg[out mail.D]

bho

out mail.D

open msg

msgho

msg is

bho

e2 : b

bis

e2 : be1 : m

@ho@is

open msg

open msg

e3 : mail

mhomis

e4 : msg

@is

open msg

0

msg ismailhomail isbhobis

D
e4 : msge3 : mail

mhomis

e2 : be1 : m

@ho

msgho

msgho

msgho

mailho

mailho

msg ismailhomail isbhobis

D
e3 : mail

mhomis

e2 : be1 : m

@ho

@is

open msg

open msg

in b.msg[out mail.D]

msg is

qin

qpre

id

open msg

out mail

in b

λpre

out m

out m.in b.msg[out mail.D]
out mail.D

@ho

@is

open msg

open msg

0

msg is

out mail.D

msgho

e4 : msg

mail isbhobis

e3 : mail

mhomis

e2 : be1 : m

open msg

open msg

0

@is bhobis mailhomail is

out mail.D
e4 : msg

msg is

e3 : mail

mhomis

e2 : be1 : m

@ho

mho

e1 : m

mis

@ho

@is

e3 : mail

mailis

mailho

Fig. 10. The HABA representing SYS1 of Example 2.
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nho

!in n
e2 : n

*
e3 : n

!in n

!in n

e4 : n

bang

in

bang

@is @ho nis nho

!in n
e2 : n

*
e3 : n

!in n

e4 : n
!in n

e5 : n
!in n

in

bang

nis

@is @ho nis nho

!in n
e2 : n

*
e3 : n

!in n

bang

in

@is @ho nis nho

!in n
e2 : n

*
e3 : n

!in n

in n

@is @ho

@is

@ho nis nho

!in n
e2 : n

*
e3 : n

!in n

e4 : n
!in n

e5 : n
!in n

@is @ho nis nho

!in n
e2 : n

*
e3 : n

!in n

e4 : n
!in n

e5 : n
!in n

*

in

@is

@ho nis nho

!in n
e2 : n

*
e3 : n

!in n

e4 : n
!in n

e5 : n
!in n

*

in n

in n

@is @ho nis nho

!in n
e2 : n

*
e3 : n

!in n

!in n

e4 : n

in n

Fig. 11. Part of the HABA representing !n[!in n].
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5 Conclusions

The analysis we have developed in this paper represents an alternative approach which goes
beyond the analysis for MA based on abstract interpretation and control flow analysis found in
the literature. A strong point of our technique seems to rely on its power of counting occurrences
of ambients, as well as its flexibility on tuning the precision. Another advantage of our approach
w.r.t. static analysis is that the model can be used to investigate properties of the evolution of
the computation (via NTL). Beside the information “which ambient end up in in which other
ambient” our model is able to answer other involved questions. For example, properties like “it is
always the case that whenever a and b are inside n, a exit n before b”. Or, ”a copy of a does not
leave b until another copy of a enters b”.
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A Proofs

In order to prove Theorem 1, we first prove some auxiliary results. The following two lemmas are
properties of HABA states modelling ambient processes.

Lemma 3. Given a morphism h there exists morphisms h1, h2 such that

h−1(Ω(a, P, k, act) � Ω(a, Q, k′, act′)) = h−1
1 (Ω(a, P, k, act)) � h−1

2 (Ω(a, Q, k′, act′)).

Proof. Defining h1 = h � {e | e ∈ Ω(a, P, k, act)} and h2 = h � {e | e ∈ Ω(a, Q, k, act)} it can be
verified that both h2 and h2 are morphisms and they satisfy the equality. ��
Lemma 4. Let P̃ and Q̃ be two well-indexed processes such that n(P̃ ) �= n(Q̃). Given two h1, h2

morphisms then

a) cf(h−1
1 (Ω(a, P, k, act))�h−1

2 (Ω(a, Q, k′, act′))) = cf(h−1
1 (Ω(a, P, k, act)))�cf(h−1

2 (Ω(a, Q, k′, act′))).
b) Ω(a, P, k, act) � Ω(a, Q, k′, act′) = Ω(a, Q, k′, act′) � Ω(a, P, k, act).
c) D(P̃ ) = cf(Ω(@, P, 1, tt)) � ε(@)[@is �→ ρ(P̃ )].

Proof. (Sketch) The three properties a), b) c) are straightforward using the definition of D, cf and
the fact that P̃ and Q̃ are well-indexed. ��

One of the most involved part of the proof of Theorem 1 consists on the simulation of the steps
performed by a process because of the application of (Red ≡). Here we follow the pattern used in
the proof of completeness in [14]. It is easy to define an equivalence relation ≡i on well-indexed
processes and to prove that P ≡ Q if and only if P̃ ≡i Q̃ (see [14] for one way to define it).
We define now an equivalence relation ∼= on HABA states which is in some sense equivalent to
≡i, i.e., such that given two well-indexed processes P̃ and Q̃, if D(P ) ∼= D(Q̃) then P̃ ≡i Q̃ (and
vice-versa). Lemma 5 and Lemma 6 prove the equivalence of the two relations and Lemma 7 proves
that equivalent states simulate each other.

Definition A.1. ∼= is defined as the minimal reflexive, symmetric and transitive relation over
(the set of states) S such that 〈γ1, P1〉 ∼= 〈γ2, P2〉 if one of the following hold:

1. 〈γ1, P1〉 = 〈γ, P〉 � 〈γ′, P′〉 � Ω(a, M.P, 1, act) and 〈γ2, P2〉 = 〈γ, P〉 � 〈γ′, P′{M.Q/M.P}〉 �
Ω(a, M.Q, 1, act) and P ≡ Q;

2. 〈γ1, P1〉 = 〈γ, P〉�〈γ′, P′〉�Ω(a, !P, 1, act) and 〈γ2, P2〉 = 〈γ, P〉�〈γ′, P′{!Q/!P}〉�Ω(a, !Q, 1, act)
and P ≡ Q;

3. 〈γ1, P1〉 = 〈γ, P〉 � Ω(a, b[P ], 1, act) and 〈γ2, P2〉 = 〈γ, P〉 � Ω(a, b[Q], 1, act) and P ≡ Q;
4. 〈γ1, P1〉 = 〈γ, P〉�Ω(b, ai[Q], ∗, act) and 〈γ2, P2〉 = 〈γ, P〉�Ω(b, ai[Q], ∗, act)�Ω(b, aj [Q], 1, act)

and γ2{ai/aj} = γ1;

5. γ2 = γ1 and there exists e such that !Q ∈ P1(e) and P2(e′) =
{

P1(e′) if e′ �= e
P1(e) ∪ ρ(Q) otherwise

Lemma 5. Let P and Q be two processes. If P ≡ Q then D(P ) ∼= D(Q).

Proof. It is easy to verify by induction on the depth of P ≡ Q that for every case of Table 1 the
function D produces states related by ∼=. ��
Lemma 6. If D(P ) ∼= q then there exists Q such that D(Q) = q and P ≡ Q.

Proof. By induction on the structure of P .

– case P = M.P ′. We have

D(M.P ′) = 〈cf(Ω(@, M.P ′, 1, tt)), PΩ(@,M.P ′,1,tt)[@is �→ ρ(M.P ′)]〉
= cf(Ω(@, M.P ′, 1, tt)) � ε(@)[@is �→ M.P ′]
∼= cf(Ω(@, M.Q′, 1, tt)) � (ε(@)[@is �→ M.P ′]){M.Q′/M.P ′}
= cf(Ω(@, M.Q′, 1, tt)) � ε(@)[@is �→ M.Q′]
= 〈cf(Ω(@, M.Q′, 1, tt)), PΩ(@,M.Q′,1,tt)[@is �→ ρ(M.Q′)]〉
= D(M.Q′)
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Therefore let q = cf(Ω(@, M.Q′, 1, tt)) � (ε(@)[@is �→ M.Q′]) for some Q′ ≡ P ′. Taking Q =
M.Q′ we have q = D(M.Q′) and P ≡ Q.

– case P =!P ′. Similar to the previous case. In fact:

D(!P ′) = 〈cf(Ω(@, !P ′, 1, tt)), PΩ(@,!P ′,1,tt)[@is �→ ρ(!P ′)]〉
= cf(Ω(@, !P ′, 1, tt)) � ε(@)[@is �→!P ′]
∼= cf(Ω(@, !Q′, 1, tt)) � (ε(@)[@is �→!P ′]){!Q′/!P ′}
= cf(Ω(@, !Q′, 1, tt)) � ε(@)[@is �→!Q′]
= 〈cf(Ω(@, !Q′, 1, tt)), PΩ(@,!Q′,1,tt)[@is �→ ρ(!Q′)]〉
= D(!Q′)

where Q′ ≡ P ′. We conclude by taking P =!P ′ and Q =!Q′.
– case P = b[P ′]. Similar to the previous cases. In fact:

D(b[P ′]) = 〈cf(Ω(@, b[P ′], 1, tt)), PΩ(@,b[P ′],1,tt)[@is �→ ρ(b[P ′])]〉
= cf(Ω(@, b[P ′], 1, tt)) � ε(@)[@is �→ 0]
∼= cf(Ω(@, b[Q′], 1, tt)) � ε(@)[@is �→ ρ(b[Q′])]
= D(b[Q′])

where Q′ ≡ P ′ and P = b[P ′], Q = b[Q′].
– case P = R1|R2.

D(R1|R2) = 〈cf(Ω(@, R1|R2, 1, tt)), PΩ(@,R1|R2,1,tt)[@is �→ ρ(R1|R2)]〉
= cf(Ω(@, R1, 1, tt)) � cf(Ω(@, R2, 1, tt)) � ε(@)[@is �→ ρ(R1) ∪ ρ(R2)]
= cf(Ω(@, R1, 1, tt)) � ε(@)[@is �→ ρ(R1)] � cf(Ω(@, R2, 1, tt)) � ε(@)[@is �→ ρ(R2)]
= D(R1) �D(R2)

Let q1, q2 such that D(R1) ∼= q1 and D(R2) ∼= q2 then by induction hypothesis there exists
Q1 and Q2 such that D(Q1) = q1 and D(Q2) = q2. But then D(R1|R2) = D(R1) � D(R2) ∼=
D(Q1) � D(Q2) = D(Q1|Q2) and R1|R2 ≡ Q1|Q2.

– case P = (νn)R.

D((νn)R) = 〈cf(Ω(@, (νn)R, 1, tt)),�〉ε(@)[@is �→ ρ((νn)R)]
= 〈cf(Ω(@, R, 1, tt)),�〉ε(@)[@is �→ ρ(R)]
= D(R)

If q ∼= D(R) then there exists Q′ such that D(Q′) = q and Q′ ≡ R. Therefore, D((νn)R) =
D(R) ∼= S = D(Q′) = D((νn)Q′), and we can conclude by taking Q = (νn)Q′.

��
We write λ∗ as a short hand for a finite sequence of reallocation λ′, λ′′, . . . , λn and q →λ∗ qn

as a short hand for the sequence of transitions q →λ′ q′ →λ′′ q′′ →λ′′′ · · · →λn qn for some state
q′, q′′, . . . .

Lemma 7. If q1
∼= q2 and q1 −→λ1

q′1 then there exists λ∗
2 such that q2 →λ∗

2
q′2 and q′1 ∼= q′2.

Proof. We need to show that for any cases of Definition A.1 the transition q1 −→λ2
q′1 is simulated

by a sequence of transitions q2 →λ∗
2

q′2.

1. Assume that q1
∼= q2 follows by case 1 of Definition A.1. Then is must be

q1 = 〈γ1, P1〉 = 〈γ, P〉 � 〈γ′, P′〉 � Ω(a, M.P, 1, act)
q2 = 〈γ2, P2〉 = 〈γ, P〉 � 〈γ′, P′{M.Q/M.P}〉 � Ω(a, M.Q, 1, act)

and P ≡ Q.
Now, the transition q1 −→λ1

q′1 is generated by one of the rules of Table 3. Let’s analyse the
different cases.
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Bang In this case, we have !R ∈ P1(e) for some e and R. Note that e /∈ γΩ(a,M.P,1,act) because
by definition Ω(a, M.P, 1, act) = ε(a) � Ω(a, P, 1, ff) therefore entities in this part of the
sub-state are inactive, i.e. cannot perform any action. Thus let us assume that e ∈ Eγ .
Then the only part of the state involved on the transition is 〈γ, P〉. Therefore:

q1 −→λ= 〈γ, P[e �→ P(e) ∪ ρ(R)]〉 � 〈γ′, P′〉 � Ω(a, M.P, 1, act) = q′1

But then also q2 can perform the same transition since 〈γ, P〉 is a sub-state of q2. In
particular we have::

q2 −→λ 〈γ, P[e �→ P(e) ∪ ρ(R)]〉 � 〈γ′, P′{M.Q/M.P}〉 � Ω(a, M.P, 1, act) = q′2

Hence we can conclude q′1 ∼= q′2.
If e ∈ Eγ′ then the only part of the state involved on the transition is 〈γ′, P′〉. Therefore:

q1 −→λ 〈γ, P〉 � 〈γ′, P′[e �→ P′(e) ∪ ρ(R)]〉 � Ω(a, M.P, 1, act) = q′1

Again also q2 can perform the same transition and therefore we have:

q2 −→λ 〈γ, P〉 � 〈γ′, P′{M.Q/M.P}[e �→ P′{M.Q/M.P}(e) ∪ ρ(R{M.Q/M.P})]〉 � Ω(a, M.P, 1, act)

= 〈γ, P〉 � 〈γ′, P′{M.Q/M.P}[e �→ (P′(e) ∪ ρ(R)){M.Q/M.P}]〉 � Ω(a, M.P, 1, act)
= 〈γ, P〉 � 〈γ′, P′[e �→ P′(e) ∪ ρ(R)]{M.Q/M.P}〉 � Ω(a, M.P, 1, act)
= q′2

Again we can conclude q′1 ∼= q′2.
In In this case we have a capability in b.R ∈ P1(e). We have q′1 = 〈γ′

1, P
′
1〉 where γ′

1 =
actQ,A(e)(move(γ1, e, b

ho)) and P′
1 = P1[e �→ P1(e)\{in b.R} ∪ ρ(R)]. For what we have

observed in case of Bang e ∈ Eγ ∪ Eγ′ .
If e ∈ Eγ′ , the only part of the configuration affected by the transition is 〈γ′, P′〉 for q1

and — respectively — 〈γ′, P′{M.Q/M.P}〉 for q2, whereas the rest of the configurations
remains unchanged. Hence the resulting states are of the form:

q′1 = 〈γ, P〉 � 〈γ′′, P′′〉 � Ω(a, M.P, 1.act)
q′2 = 〈γ, P〉 � 〈γ′′, P′′{M.Q/M.P}〉 � Ω(a, M.Q, 1.act)

for the same γ′′ which is the result of the pointer update performed by the application of
the capability to γ. Therefore also in this case q1

∼= q2.
Similarly if e ∈ Eγ , we easily have that the resulting states are of the form:

q′1 = 〈γ′′, P′′〉 � 〈γ′, P′〉 � Ω(a, M.P, 1.act)
q′2 = 〈γ′′, P′′〉 � 〈γ′, P′{M.Q/M.P}〉 � Ω(a, M.Q, 1.act)

because in both state only the sub-state 〈γ, P〉 evolves into 〈γ′′, P′′〉. Hence, q1
∼= q2.

Out Similar to In case.
Open Similar to In case.

2. If q1
∼= q2 because of case 2 of Definition A.1 similar to case 1.

3. If q1
∼= q2 because of case 3 of Definition A.1 similar to case 1.

4. Assume q1
∼= q2 because of case 4 of Definition A.1. If q2 −→λ q′2 and the transition involves

the sub-state 〈γ, P〉 � Ω(b, ai[Q], ∗, act) then the same step can be taken be q1.
If the transition is performed in the sub-configuration Ω(b, aj [Q], 1, act) then in q1 this step
can be simulated by by a copy of the ambient ai in its sub-configuration Ω(b, ai[Q], ∗, act).
The existence of this copy of ai is ensured by the canonical form. Moreover, γ′

1{ai/aj} = γ′
2.

5. Assume q1
∼= q2 because of case 5 of Definition A.1. We distinguish two cases. Any transition

performed by q1 can be clearly performed by q2 as well. This is because q2 has the same
topology as q1 and every entity has a superset of the capabilities that must be performed by
q1.
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On the contrary, assume q2 performs a transitions q2 −→λ2
q′2 because of some capability M

of an entity e. If this transition does not involve the process Q then q1 can perform the same
transition since M ∈ P1(e). However, if M occur in Q then q1 can perform in e a (Bang)
transition q1 −→λ1

q′1 so that P′
1(e) = P2(e). At that point q′1 can perform the same transition

as q2, i.e., q1 −→λ1
q′1 −→λ2

q′′1 where q′′1 ∼= q′2.
��

The next proof uses the following facts implied by the definition of Ω:

∀a ∈ n(P ) : ∀Q : ε(a) � Ω(a, Q, k, tt) = Ω(a, Q, k, tt) (9)
∀Q : ε(n(Q)) � Ω(@, Q, k, tt) = Ω(@, Q, k, tt). (10)

Moreover the definition of union of states implies that:

∀a : ε(a) � ε(a) = ε(a)

Theorem 1. Let P̃ be a well-indexed process. If noi(P̃ ) → Q then there exists λ∗ and a well-
indexed process Q̃′ such that D(P̃ ) →λ∗ (D(Q̃′) � ε(n(P̃ ))) and noi(Q̃′) ≡ Q.

Proof. By induction on the depth of the derivation of P → Q. The last rule used in the transition
P → Q can be any of those listed in Table 2. We distinguish the possible cases10

– case (Red In). We have that P̃ is of the form P̃ = ni[in m.P̃ ′|Q̃′′]|mj [R̃′] and P = n[in m.P ′|Q′′]|m[R′].
Therefore by the (Red In) we have Q = m[n[P ′|Q′′]|R′]. Let Q̃′ = mj [ni[P̃ ′|Q̃′′]|R̃′], we have
obviously noi(Q̃′) ≡ Q.
By definition of Ω(@, P̃ , 1, tt) we have:

Ω(@, P̃ , 1, tt) = Ω(@, ni[in m.P̃ ′|Q̃′′], 1, tt) � Ω(@, mj[R̃′], 1, tt)

= ε(@) � ε(ni) � Ω(ni, in m.P̃ ′|Q̃′′, 1, ff) � Ω(mi, R̃
′, 1, tt) �

(ec
ni

, 1, ρ(in m.P̃ ′|Q̃′′)) ≺ (@ho, 1,0) � (ec
mj

, 1, ρ(R̃′)) ≺ (@ho, 1,0)

Symmetrically,

Ω(@, Q̃′, 1) = ε(@) � ε(mj) � ε(ni) � Ω(ni, P̃
′|Q̃′′, 1, tt) � Ω(mj , R̃

′, 1, tt) �
(ec

mj
, 1, ρ(R̃′)) ≺ (@ho, 1,0) � (ec

ni
, 1, ρ(P̃ ′|Q̃′′)) ≺ (mho

j , 1,0)

Let D(P̃ ) = (cf(γΩ(@,P̃ ,1,tt)), PΩ(@,P̃ ,1,tt)[@
is �→ 0]). The configuration γD(P̃ ) — even after the

transformation of representation produced by the application of cf — can be considered as the
union of several configurations. For the concrete part of γΩ(@,P̃ ,1,tt), for example the following
must be sub-configurations of γD(P̃):

γ′ = (ec
ni

, 1, P(ec
ni

)) ≺ (@ho, 1,0)

γ′′ = (ec
mj

, 1, P(ec
mj

)) ≺ (@ho, 1,0)

In fact, we can safely assume that even after the application of hcf , there is a concrete entity of
type mj and a concrete one of type ni that have a reference to @ho (by L-canonicity). Since the
actual entity does not matter, we can assume for simplicity that these are precisely ec

ni
, ec

mj
.

Hence, up to isomorphism, γD(P̃) is of the form

γD(P̃) = γ′ � γ′′ � γ′′′

for some γ′′′.
10 In this proof, we write indexed processes with a tilde. The same process without tilde is the result of

the application of the function noi . That is, for any indexed process R̃, noi(R̃) = R.



26

Rule In of Table 3 starts by the application of

IOUp(D(P̃ ), in m.P̃ ′|Q̃′′, ec
ni

, mho
j )

that in turn applies first move(γD(P̃ ), e
c
ni

, mho
j ). The latter substitute γ′ by the appropriate

pointer update dictated by its definition. To the resulting configuration, activation applies:

act P̃ ′|Q̃′′,ni
(γε(@) � ({ec

ni
, mho

j }, {(ec
ni

, mho
j )}1{ec

ni
,mho

j }) �
({ec

mj
, @ho}, {(ec

mj
, @ho)},1{(ec

mj
,@ho)}) �

γΩ(ni,in m.P̃ ′|Q̃′′,1,ff) � γΩ(mi,R̃′,1,tt))

= γε(@) � ({ec
ni

, mho
j }, {(ec

ni
, mho

j )},1{ec
ni

,mho
j }) �

({ec
mj

, @ho}, {(ec
mj

, @ho)},1{(ec
mj

,@ho)}) �
γΩ(ni,P̃ ′|Q̃′′,1,tt) � γΩ(mi,R̃′,1,tt))

Therefore, we have (also using (9)) that the configuration of

IOUp(D(P̃ ), in m.P̃ ′|Q̃, ec
ni

, mho
j )

is γΩ(@,Q̃′,1). For the P component we have:

PD(P̃ )[e
c
ni

�→ PD(P̃ )(e)\in m.P̃ ′|Q̃′′ ∪ ρ(P̃ ′|Q̃′′)] = PD(P̃ )[e
c
ni

�→ ρ(P̃ ′|Q̃′′)]

which this is precisely: PΩ(@,Q̃′,1,tt). Thus we have:

IOUp(D(P̃ ), in m.P̃ ′|Q̃, ec
ni

, mho
j ) = 〈γΩ(@,Q̃,1,tt), PΩ(@,Q̃,1,tt)〉

= Ω(@, Q̃′, 1, tt)

Note that since n(Q̃′) = n(P̃ ), and by (10) we have

Ω(@, Q̃′, 1, tt) � ε(n(P̃ )) = Ω(@, Q̃′, 1, tt)

Now, according to the In rule of Table 3, the target state is the canonical form of a state in
the safe expansion, together with the updated set of capabilities we have just computed. Thus:

D(P̃ ) −→λ (hcf ◦ h−1(γ′), PΩ(@,Q̃′,1,tt)).

for all (γ′, h) ∈ SExp(γΩ(@,Q̃′,1,tt)). Among the canonical configurations (for the properties of
the canonical form) there must be a γ′′ where cf(γ′′) correspond to D(Q̃′).

– case (Red Out). Similar to the (In Rule) case.
– case (Red Open). We have P̃ = open n.P̃ ′|ni[R̃] and noi(P̃ ) = open n.P ′|n[R] and Q = P ′|R.

Let Q̃′ = P̃ ′|R̃ then noi(Q̃′) ≡ Q.
By definition of Ω(@, P̃ , 1, tt) we have:

Ω(@, P̃ , 1, tt) = Ω(@, open n.P̃ ′, 1, tt) � Ω(@, n[R̃], 1, tt)
= ε(@) � Ω(@, P̃ ′, 1, ff) � Ω(ni, R̃, 1, tt) � ε(ni) � (ec

ni
, 1, ρ(R̃)) ≺ (@ho, 1,0)

For the process Q̃′ we have:

Ω(@, P̃ ′|R̃, 1, tt) = Ω(@, P̃ ′, 1, tt) � Ω(@, R̃, 1, tt)

Let D(P̃ ) = (cf(γΩ(@,P̃ ,1,tt)), PΩ(@,P̃ ,1,tt)). As observed for the case (Red In), because of the
canonical form, we can separate the part of the configuration γD(P̃) related to the execution
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of the rule from the rest of the configuration. Therefore, the first step of the application of
OpenUp result in:

OpenUp(D(P̃ ), @is, ec
ni

, P̃ ′)

= 〈act@,P̃ ′(diss(γD(P̃ ), @
ho, ec

ni
)),

PD(P̃)[@
is �→ PD(P̃ )(@

is)\{open n.P̃ ′} ∪ ρ(P̃ ′) ∪ PD(P̃ )(e
c
ni

)]〉
= 〈act@,P̃ ′(diss(γD(P̃ ), @

ho, ec
ni

)), PD(P̃ )[@
is �→ ρ(P̃ ′|R̃)]〉

Let’s now concentrate only on the configuration part:

act@,P̃ ′(diss(γD(P̃ ), @
ho, ec

ni
))

where

γD(P̃ ) = γε(@) � γΩ(@,P̃ ′,1,ff) � γΩ(ni,R̃,1,tt) � γε(ni)

�〈{ec
ni

, @ho}, {(ec
ni

, @ho)},1{ec
ni

,@ho}〉.

Moreover, according to the definition of diss , after the deletion of ec
ni

that cancel the subset

〈{ec
ni

, @ho}, {(ec
ni

, @ho)},1{ec
ni

,@ho}〉

the pointer structure must be modified according to the following schema:

µ′ = µγq [µγq(e
c
ni

) �→ @ho, µ−1
γq

(nho
i ) �→ @ho]

The first kind of update that links other possible copies of ni to @ho is implicit in the repre-
sentation of the configuration we are using. Namely: if there would be other entities linked to
ec

ni
, since we consider the configuration as the union of the part related to ec

ni
and the rest of

the configuration, for the very nature of the union operator, the other copies of ni are already
linked to @ho (and represented in other part of the union). For the second update, note that
the entities in µ−1

γq
(nho

i ) that are those inside ni, in γD(P̃) are contained in the part of the
configuration build by Ω(ni, R̃, 1, tt). In fact this is the only part of the configuration that
embeds ambients inside ni. Note furthermore, that these ambients must be precisely the set
enab(R̃). Therefore, moving these ambients from ni into @, corresponds to replace the part of
the configuration Ω(ni, R̃, 1, tt) by Ω(@, R̃, 1, tt). We conclude that after the pointer update
dictated by diss to the configuration γD(P̃ ) we have:

act@,P̃ ′(γε(@) � γΩ(@,P̃ ′,1,ff) � γΩ(@,R̃,1) � γε(ni))

and by the application of act that replace Ω(@, P̃ ′, 1, ff) by Ω(@, P̃ ′, 1, tt) we obtain:

act@,P̃ ′(γε(@) � γΩ(@,P̃ ′,1,ff) � γΩ(@,R̃,1,tt) � ε(ni))
= γε(@) � γΩ(@,P̃ ′,1,tt) � γΩ(@,R̃,1,tt) � γε(ni)

= γε(@) � γΩ(@,P̃ ′|R̃,1,tt) � γε(ni)

= γε(@) � γΩ(@,Q̃′,1,tt) � γε(ni)

= γΩ(@,Q̃′,1,tt) � γε(ni).

Now, according to the Open rule of Table 3, the target states are the canonical form of the
state in the safe expansion, among which there is h one such that (hcf ◦ h−1(γΩ(@,Q̃′,1) �
ε(ni)), PΩ(@,Q̃′,1)) = D(Q̃′) � ε(ni) using the same observation we applied for In. Moreover,
since n(P̃ ) = {ni}, also in this case we conclude:

D(P̃ ) −→λ D(Q̃′) � ε(n(P̃ )).
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– case (Red Par). Let P̃ = P̃1|P̃2 and noi(P ) = P1|P2. If P1 → P ′
1 by (Red Par) then Q = P ′

1|P2.

D(P̃ ) = cf(Ω(@, P̃1|P2, 1, tt))
= h−1

cf (Ω(@, P̃1, 1, tt) � Ω(@, P̃2, 1, tt))
= [by Lemma 3]

h−1
cf (Ω(@, P̃1, 1, tt)) � h−1

cf (Ω(@, P̃2, 1, tt))

= [since P̃ well-indexed and by Lemma 3]
h−1

cf (Ω(@, P̃1, 1, tt)) � h−1
cf (Ω(@, P̃2, 1, tt))

= [by definition]
D(P̃1) �D(P̃2)

By induction hypothesis: D(P̃1) −→λ D(¶̃′
1 � ε(n(P̃1))). Therefore

D(P̃1|P̃2) −→λ D(P̃ ′
1 � ε(n(P̃1))) � D(P̃2)

On the other hand we have:

D(P̃ ′
1 � ε(n(P̃1))) � D(P̃2) = D(P̃ ′

1) � ε(n(P̃1)) � D(P̃2) � ε(n(P̃2))
= [by definition]

h−1
cf (Ω(@, P̃ ′

1, 1, tt)) � h−1
cf (Ω(@, P̃2, 1, tt)) � ε(n(P̃1|P̃2))

= [by Lemma 3]
h−1

cf (Ω(@, P̃ ′
1, 1, tt) � Ω(@, P̃2, 1, tt)) � ε(n(P̃ ))

= h−1
cf (Ω(@, P̃ ′

1|P2, 1, tt)) � ε(n(P̃ ))

= D(Q � ε(n(P̃ )))

– case (Red Amb). Let P̃ = ni[P̃1]. If P1 → P2 then by (Red Amb) noi(P̃ ) → n[P2] = Q.
We have that:

D(P̃ ) = ε(@) � Ω(ni, P̃1, 1, tt) � A

where A = (ec
ni

, 1, ρ(P1)) ≺ (@ho, 1,0) Therefore we have

D(P̃ ) = [by definition]
h−1

cf (Ω(@, P̃ , 1, tt))

h−1
cf (ε(@) � Ω(@, P̃1, 1, tt) � A)

= [by Lemma 3]
h−1

cf (ε(@)) � h−1
cf (Ω(@, P̃ ′

1, 1, tt) � h−1
cf (A))

= h−1
cf (ε(@)) �D(P̃1) � h−1

cf (A)

By induction hypothesis we have D(P̃1) −→λ D(P2 � ε(n(P1))) therefore

D(P̃ ) −→λ h−1
cf (ε(@)) � D(P̃2 � ε(n)(P1)) � h−1

cf (A)

= h−1
cf (ε(@)) � h−1

cf (Ω(@, P̃2, 1, tt) � ε(n(P1))) � ε(n(P1))) � h−1
cf (A)

= D(Q) � ε(n(P̃ ))

– case (Red Res). Similar to case (Red Amb).
– case (Red ≡). If noi(P ) → Q by (Red ≡) then there exists P ′′, Q′′ such that P ≡ P ′′, Q ≡ Q′′

and P ′′ → Q′′. Therefore, by Lemma 5 we have D(P ) ≡ D(P ′′) and D(Q) ≡ D(Q′′). By
induction hypothesis we have

D(P ′′) −→λD
(Q′′′) (11)
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such that noi(Q′′′) ≡ Q′′. Since D(P ) ∼= D(P ′′), then by (11) and by Lemma 7 D(P ) →λ∗
1

q
such that D(Q′′′) ∼= q. By Lemma 6 there exists R such that D(R) = q and noi(Q′′′) = noi(R).
This in turn implies that noi(R) ≡ noi(Q′′) and noi(R) ≡ (Q). We conclude by taking R = Q̃′.

��


