PRESENTATION
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CHARACTERIZATION
OF DISTRIBUTED SYSTEMS

Objectives

To place distributed systemsin arealistic context through examples of their application, asummary of their history
and a survey of their essential characteristics. To become aware of the inherently distributed nature of many key
applications and be ableto identify benefits and drawbacks of distributionin real-world applications. To gain agood
understanding of the meanings of the terms resource sharing, openness, concurrency, scalability, fault tolerance
and transparency as they apply to distributed systems.

Points to emphasize

The wide scope of distributed applications, as illustrated by the application examples of Section 1.2, and the
corresponding need for distributed systems that are general-purpose.

The benefits of distribution and the need to incorporate the key characteristics of Section 1.3 in order to achieve the
benefits (e.g. through a discussion of distributed UNIX implementations).

We take a resource-based approach to the definition of many distributed system design problems throughout the
book, so the material on resource-sharing, resource managers and object managersin Section 1.3 isimportant. This
also provides an opportunity to link the study of distributed systemsto programming methodol ogy through abstract
data types and object-orientation.

Transparency in general and the eight forms of transparency defined on pages 20-21. Note that these transparencies
are discussed in relation to Sun NFS on pages 223-225.

Possible difficulties

The biggest difficulty is probably the ‘ bottom-up’, hardware-oriented approach that many students will bring from
previous courses on computer networks. The chapter is determinedly ‘top-down’; it aims to present a view of
distributed systems as the result of a major research, software design and engineering enterprise that has produced
solutions to many problems previously considered intractable.

Section 1.3 isinevitably rather abstract and needs illustration, see below.

Section 1.4 on historical development has little conceptual content apart from the cyclic model of the devel opment
of technical ideas presented Figure 1.9. Once that has been covered, the section is probably best left for private
study.

Teaching hints

The top-down design ethos is perhaps best conveyed by emphasising that although distributed systems are now
pervasive, there are many unresolved design problems, and by showing that some problems cannot easily be solved
by bottom-up methods, e.g. openness, scalable naming schemes, fault-tolerant software design.

Since many of the concepts of Section 1.3 arelikely to be new to students, they should beillustrated profusely, using
the examples from the chapter or better, from local systemsthat provide suitableillustrations (positive or negative)
of the key characteristics.
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DESIGN GOALS

Objectives

Like Chapter 1, this is a context-setting chapter. It introduces the key problems of distributed system design and
discusses the nature of their solutions. It does not attempt to describe design solutions — these will emerge in later
chapters. The objectives are to understand the issues involved in designing general-purpose solutions to the
problems of naming, communication, software structure, workload allocation and consistency maintenance in
distributed systems and to become aware of the constraints imposed on system designers by key design goals
(Figure 2.1) and users’ requirements (Section 2.3). Much of the vocabulary for the book will also be acquired from
this chapter.

Points to emphasize

We suggest a design-oriented approach to the chapter, aiming to achieve the realization that the current state-of-
the-art in distributed systems is the result of myriad design decisions, hot an immutable physical reality.

Thus we would emphasize that the design of computer systems (and distributed systems in particular) involves
trade-offs. The design objectives listed in Figure 2.1 are the commodities to be traded. In order to trade them, we
must first understand how they are achieved.

For example, communication is not cost-free. Communication times have an important effect on the performance
of distributed systems. We must understand that there are many factors affecting the cost of communication beyond
simple network performance. Once this has been appreciated, we can consider the trade-offs to be made between
communication performance and reliability, scalability or security.

Trade-offs should not be the concern of the users. Users should be offered guarantees with respect to the design
goalsof Figure 2.1 and the user requirements of Section 2.3. The guarantees must be verifiable based on the design
characteristics of the system. For example, in Chapter 8 we describe the guarantees of consistency offered by
various file services in the face of multiple concurrent updates to afile’' s data.

Possible difficulties

The notion of design against specific goals may be unfamiliar. Some students will have difficulty in placing
themselves in the position of designers, considering aternative designs and the trade-offs that they represent.

We use the notion of shared resource in this chapter, so students should make sure that they have understood its
definition in Chapter 1. Other terminology, such as process and hame space may cause difficulties and should be
revised if necessary.

Teaching hints

There are many possible approaches to this chapter. Here we outline a design-oriented approach. This involves
taking specific examples of distributed system design problems, considering each of the design issues defined in
Section 2.2 and discussing possible trade-offs between the design goals of Figure 2.1 (and possibly some of the user
requirements of Section 2.3). Our solution to Exercise 2.1 illustrates the application of this approach to the design
of NFS.

Other exercises and examples of design problems in distributed systems or applications can be introduced; for
example, the design of simple text-based conferencing system, a multimedia conferencing system or a network
information service (similar to World Wide Web) could be considered. A design project such as those proposed in
the project work section of this Guide will give students practical experience with designing against specific goals
and trading-off goals against each other.
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NETWORKING AND
INTERNETWORKING

Objectives

The chapter does not assume any prior knowledge of computer networks, but the objectives and pace of study will
differ considerably for students who have taken an earlier networks course and those who have not.

For students who have not previously studied computer networks. To provide an understanding of the basic
concepts and principles of local and wide-area computer networking and their extension to internetworking. The
intention isto achieve comprehension of the principles of operation of the major network technologies at alevel of
detail sufficient to assess the impact of networks on distributed system performance and reliability and to evaluate
and compare different network technologies for use in distributed systems.

For students who have previously studied computer networks. To recapitul ate and update their knowledge of the
principles of operation of the major network technologies, including internetwork technologies. To relate that
knowledge to the requirements of distributed systems. To consider the special requirements of distributed systems
for simple, efficient protocol stacks.

Points to emphasize

Latency of communication is at least asimportant for distributed system performance as data transfer rate.

The performance of distributed systems is determined by the speed and latency of end-to-end communication
(sending process to receiving process) and not just the network performance. The software delays in the sending
and receiving machines nearly always swamp the network transmission delays in determining the speed of
communication, except for very heavily loaded networks or very high bandwidth applications.

Networks are highly reliable, whereas client and server computers and their software often aren’t, so error detection
and recovery is best performed end-to-end at the highest feasible level.

The OSl Reference Model and the 1SO protocol standards that are based on it are a useful reference point, but not
much used in practice. The TCP/IP and UDP suites are currently dominant, even for distributed systems
implemented solely over local area networks. Since these are internetwork protocols, it is important to emphasize
the layering of IP (the network layer protocol of the Internet) over various network-layer protocols for different
physical networks.

To a considerable extent, the choice of underlying protocols is unimportant once good RPC and multicast
communication services are available. But the FLIP case study in Section 3.5 and the description of the Firefly RPC
system in Section 18.8 show how a root-and-branch approach to the design of a protocol stack optimized for
distributed system requirements can yield optimal performance.

Possible difficulties

Even students who have previously studied computer networks may not be very familiar with internetworking
concepts and principles.

The conceptualization of the basic communication models — store-and-forward packet routing, broadcast with
collisions (CSMA/CD) and without (the various ring technologies) — seems to cause some difficulty to students
without previous networking knowledge. Thisleadsto difficulty in relating the effect of aparticular communication
model on the potential performance of distributed systems — for example, routing delays in store-and-forward
networks are variable and can be quitelarge. These distinctions should be emphasized and rel ated to the case studies
—for example, routing delays are still variablein ATM networks, but much smaller.

Teaching hints

Devote plenty of time to the internetwork case studies. Comer [1991] is an excellent source of additional material
and exercises on internetworking.
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INTERPROCESS COMMUNICATION

Objectives

To study the building blocks for lightweight interprocess communication protocols for a distributed system. To
describe Request-Reply protocols (RPC and language integration are left until Chapter 5). To introduce the main
options for group communication (the implementation is left until Chapter 11 and Section 18.9).

Points to emphasis

The material in Chapter 3 isrelevant for networking, where the emphasis is on a single interconnection between a
pair of components. Chapter 4 is concerned with distributed systems in which there are many components and
interconnections and the emphasisis on the logical relationship between components.

Message passing is the best building block for lightweight interprocess communication protocols because it carries
the minimum possible overheads for the resulting protocols.

System reconfigurability requires location independent identifiers for message destinations.

Request-reply protocols are designed to support client-server communication in which aclient in an activerole asks
apassive server to perform an operation and return the result. This relationship determines the protocol asfollows:
(i) the client needs one primitive (DoOperation) and the server needs two (GetRequest and SendReply); (i) since
clients normally wait for replies DoOperation is synchronous; (iii) a server must be able to receive GetRequest
messages while performing operations. To deal with failure, requests are re-transmitted. To ensure that an operation
is performed at most once, duplicate requests are filtered and replies are saved for re-transmission.

Communication between the members of a group of processesis the basis of replicated services. Atomic multicast
ensures that al replicas will receive the same message. It is not simple to implement because the originator may
fail. Totally-ordered multicast ensures that all replicas receive messages in the same order. Recipients ‘ hold back’
messages so as to deliver them in the correct order. Protocols entail considerable latency, large numbers of
messages and storage costs. Causally ordered multicast is less expensive, because ‘ hold-back’ is not needed.

Possible difficulties

Students will aready know about network ports from networking courses (or from Section 3.3). They may not
perceive that process ports are different. Unfortunately, the Unix case study may reinforce such misconceptions.
When students consider the design of a Request-Reply protocol, they are often unsure whether messages are queued
at server ports by the underlying communication service (e.g. UDP)

Although the request-reply protocol appears to be straightforward, students do not always appreciate the effort
reguired by the protocol to ensure that an operation is performed at most once. Thisisimportant for Chapter 5.

In our experience, students find it hard to understand the important options for multicast —in particular, they do not
appear to register the forward reference to causal ordering.

Teaching hints

The approach taken is to consider the roles of processes and the interactions between them in client-server
communication and group multicast. The students could be asked to go back to Section 2.2. To widen the
discussion, other patterns of communication such as producer consumer or peer groups of servers could be
discussed. Revise location transparency (see Section 1.3) before discussing location independent destination
identifiers. The details of the naming aspects of identifiers are deferred until Section 6.4.

Before discussing the request-reply protocol, consider al the effects of client or server failing independently.
Assume that client-server communication is synchronous (like a procedure call) and avoid the issue of calls not
requiring replies until Section 5.5.

For totally-ordered multicast, emphasize the fact that messages from different originators may arrive at common
destinations in different orders. Use this to motivate the need for globally ordered message identifiers.
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REMOTE PROCEDURE CALLING

Objectives

To study the integration of synchronous RPC into a programming language and to study its implementation by
means of two case studies. To introduce asynchronous RPC. The performance of RPC is left to Section 6.5.

Points to emphasize

An RPC system runs over a Request-Reply protocol and can be integrated relatively transparently with a
programming language. The semantics of parameter passing is adjusted to suit the separation of client and server.
Programmers must avoid passing addresses and using global variables and must be aware that new sorts of errors
can arise due to distribution.

Call semantics cannot be *exactly once’. The semantics achieved depends on the approach to dealing with failures.

Services are encapsulated and their clients interact with them only via interfaces. Servers are designed,
implemented and installed before clients can use them. Client programs access a service by means of RPCs to
operationsin itsinterface.

A ‘serviceinterface’ defines the signatures of the procedures in a service. It forms the basis for generating * client
stub procedures’ and marshalling procedures which together enable RPCs to have access transparency. It can also
be used to generate server stub procedures and dispatcher.

Late binding of aclient to aserviceis essentia. Thisis achieved with the help of a binder which can also provide
location transparency. Incremental development of servicesis supported by allowing for the selection of aversions.
A binder should be relocatable.

The two case studies illustrate approaches to the design of an RPC system. It is worth discussing the different
approaches to an interface definition language and a binder. These studies also provide an opportunity to discuss
issues of access and location transparency.

Synchronous RPC may not provide adequate performance for some applications. Asynchronous RPC and buffered
calls enhance the throughput. If the two are integrated in single communication mechanism (e.g. the call stream),
servers need not be aware of whether their clients are making synchronous or asynchronous calls.

Possible difficulties

In our experience, students find it hard to appreciate the variety of call semantics and how to achieve each one.

The section on asynchronous RPC is rather specialized and could be omitted without having any effect on the
understanding of later chapters.

Teaching hints

The approach taken is to consider RPC as a transparent form of local procedure call. If necessary revise the
following topics which should have been covered in earlier courses on programming and operating systems. (i) the
semantics of local procedure call and parameter passing; (ii) the use of modules with interfaces; (iii) the use of the
standard input/output library in UNIX as an application programming interface to the system calls; (iv) the way that
application programs handle the -1 error returns of UNIX system calls.

Access and location transparency could be revised (from Section 1.3). The students could be asked to consider the
measures taken to deal with failuresin the Request-Reply protocol from Section 4.3.

Practical work involving either (i) the use of an RPC system (e.g. ANSA or Sun RPC) or (ii) the implementation of
asimple RPC system over UDP would help to reinforce this chapter. (See Project Work).
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DISTRIBUTED
OPERATING SYSTEMS

Objectives

To reinforce the notion of adistributed system as a collection of resources managed by kernels and servers, and to
identify the infrastructure requirements necessary for interworking between and within computers. To explain the
rationale for microkernels and compare them to monolithic kernels. To understand the need for multi-threaded
processes. To identify invocation mechanisms and appreciate their importance and costs. To examine required
memory management features, including virtual memory. To prepare the ground for discussion of services and
distributed shared memory described later in the book.

Points to emphasize

Very few distributed systems are controlled by a homogeneous operating system. There is not always a clear
distinction between the operating system and the applications that utilize it. The material in this chapter deals with
an infrastructure for process management, memory management and invocation, on which further services can be
based.

The relative advantages and disadvantages of microkernels and monolithic kernels should be given lively and
critical discussion, including discussion of which features covered in the chapter, such as multi-threading, can and
should be bolted on to conventional monolithic kernels. Microkernels have yet to be proven in large-scale
commercia use.

Threadsare actually familiar ‘ processes’ from operating systems courses, which usually consider processesthat can
share memory. Threads are not a fundamentally new concept, but they are important for building efficient client-
server systems.

Invocation is more than just communication. The need to handle multimedia data, in particular, shows that
distributed operating systems have to provide more than just RPC. The cost of local invocations is significant.
Communication is the key to heterogeneous interworking.

Large, sparse address spaces and copy-on-write memory sharing are needed in all modern operating systems, and
are not connected with distribution per se. Virtual memory management has had to be re-thought for distributed
systems; this has given us an opportunity to implement distributed shared memory.

Possible difficulties
This chapter assumes a reasonable grasp of first courses in computer architecture and (centralized) operating
systems.

Students seem to be able to appreciate the need for threadsin servers, but examples of multi-threaded applications
will help them appreciate the need for threads in clients.

The material requires illustration wherever possible with practical problems in server design. Chapters 7, 8 and 9
will reinforce the issues for file and name services.

It is possible to omit Section 6.6. on virtual memory, but it is needed for Chapter 17 on distributed shared memory
and the case studies in Chapter 18.

Teaching hints

Review the material on software structure in Section 2.2.

Link the material to current developmentsin commercial operating system development, for example Microsoft’s
Windows NT and IBM’s Workplace OS.

One or more of the case studies in Chapter 18 can be used to illustrate the material.
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FILE SERVICE: A MODEL

Objectives

The design of distributed file systems has been extensively researched since the earliest days of distributed system
development (see Figures 1.10 and 1.11). Several successful products have emerged, with which many studentswill
be familiar.

These products are largely based on a standard set of concepts and techniques. The purpose of this chapter isto lay
down a framework for the discussion of distributed file systems that is somewhat abstracted from the products,
enabling students more easily to understand their design and to compare and evaluate them. We achieve this by
presenting a ‘basic model’ that embodies most of the concepts found in currently available distributed file service
products.

After studying this chapter, students should have sufficient understanding of distributed file service design and
implementation to design and construct a practical file service. A secondary objective is to consider in detail the
design of a particular distributed service, applying the principles learned in all preceding chapters.

Points to emphasize

The key role of file servers means that failure transparency is important and that the performance of file servers
under load must be good.

File service components. The role of each of the components — flat file service, directory service and client
module; the division of responsibilities between the components resultsin an exposed interface - theflat file service
- that is hidden in conventional operating systems. The useful separation of concerns, openness and modularity
achieved by the division of responsibilities. A forward reference can be made to the similarity that this structure
bears to NFS (where the directory service can be seen as integrated with the client module, see Chapter 8)

Design issues: The need for unique file identifiers; file attributes; the benefits of statel essness.

I nterfaces: The absence of an Open operation; the idempotent nature of all of the interfaces; comparison of the flat
file service with Unix system calls; method for interpreting a multi-part pathname.

Implementation techniques: File groups; the significance of file groups is that they provide a basis for the
distribution of groups of files between different servers and their replication (described in the Coda case study in
Chapter 8).

Capabilities; spaceleaks; construction of UFIDsand their rolein access control; filelocation methods; server cache;
client cache; the practical importance of caching at both the server and the clients and the problems of consistency
maintenance raised by client caching.

Possible difficulties

The most difficult portion of the chapter is probably the material on the construction and use of capabilities for
access control, pp. 212-215. Capabilities areintroduced here because the model relies on their useto implement file
protection but they are of much wider applicability; they are an important tool for open system design and are used
extensively in modern microkernel-based systems. Their use in Chorus and Amoebais discussed in Chapter 18. If
students have difficulty with capabilities here, they should be recapitulated when Chapter 18 is studied.

Teaching hints

The serviceinterfaces defined in this chapter are quite straightforward. They are amongst the first serviceinterfaces
that the student will have encountered (there is one earlier example in Chapter 5 (Figure 5.3) and several othersin
later chapters); we recommend areview of these file service interfaces, comparing them with the Unix file system
primitives (see page 206) and emphasizing their support for the design goal of stateless servers.

The model presented in this chapter is sufficiently detailed for it to be used as the basis for a coursework exercise
on the implementation of afile service.
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FILE SERVICE: CASE STUDIES

Objectives

To show that the designs of NFS and the other file services discussed in this chapter are in accordance with the
principlesof distributed system design studied in earlier chapters and with the basic model for file servers presented
in Chapter 7, thus grounding that material firmly in examples of real systems.

To provide a sufficiently detailed description of the file services covered to enable students to understand and
evaluate their practical behaviour obtain an understanding of the reasons for the differences between their designs
and for their success, commercial or otherwise, based on their design goals.

To give an early appreciation (through the study of Codain Section 8.4) of the issues involved and the solutions
available for the replication of data between servers. Replication will be covered more generally in Chapter 11.

Points to emphasize

The three systems studied in this chapter provide examples of the fact that designs for services can differ radically
even when the application programming interface is almost identical. It is for this reason that the design of
distributed systems remains an important and interesting activity.

Meaning of one-copy file semantics and the problems that this introduces for caching and replication.

NFS: Remote mounting - what it is, and what it means for location transparency; statelessness of the NFSinterface
- benefits and drawbacks; software components and architecture - why it is implemented in the kernel; VFS - its
role; path name trandlation; mount service; caching - implications of updates and cache consistency; performance.
See also [Pawlowski et al. 1994]* for a description of recent revisions and performance improvements, and
[Duchamp 1994] for a discussion of amethod for optimal pathname lookup.

AFS: Whole-file serving and caching - compare with ftp; observations of UNIX file usage - especially average and
maximum file sizes and locality of reference to files; software structure - roles of Vice and Venus, user-level
processes, Viceasaflat file service, with directory structureimplemented in Venus- FID structure; implementation
of file system callsin AFS.

Callback promises - comparison of AFS-2 with AFS-1; Vice service interface; update semantics - for AFS-1 and
AFS-2, and semantics while file is open, potential lost updates; Unix kernel changes; read-only replicas;
performance.

Coda: Lessons learned from AFS - requirements for scalability, fault-tolerance, detached working; disconnected
operation - user-generated list of required files; VSGs and AV SGs - broadcast of updates to AVSG on closg;
optimistic replication strategy - use of CVV, with example; update semantics; use of multicast RPC to replicate
updates; cache coherence - dealing with changes to the AVSG and lost callbacks; disconnected operation;
performance.

Possible difficulties and teaching hints

Coda version vectors usually cause difficulty on first reading. They are a special case of the vector timestamps
found in Chapter 11.

Note that this chapter is by no means exhaustive in its coverage of research on file service design; many other
designs have been devel oped and reported, some with novel approaches and solutions to problems that go beyond
what can be achieved in a straightforward emulation of the Unix application programming interface. Had space and
time allowed, we might have included a discussion of log-based file server design [Rosenblum and Ousterhout
1982] and of the recently-reported file services designed to support multimedia applications by the inclusion of
Quality of Service specifications for time-based data [Anderson et al. 1992, Lo 1994].

*  See Additional References.
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NAME SERVICES

Objectives

To give the reader an appreciation of the importance of naming as an issue in distributed systems. To understand
the issues relevant to the design and implementation of a name service, including: the name space; the resolution
mechanism; the division and replication of nhaming data between servers; and attribute caching. To understand the
key features of the DNS, GNS and X.500 name services.

Points to emphasize

Naming isintimately related to network (access and location) transparency and migration transparency.

We need a separate name service in addition to the naming schemes used in the context of specific services, for the
reasons given in Section 9.1.

There are separate concerns to be addressed: designing the name space; meeting administrative requirements to
partition the name space; and creating an implementation that scales.

A system such as the DNS that resolves names on a world-wide scale represents a considerable engineering
achievement — as does the system of routing daemons that resolves I P addresses. Students should be given afeel
for the engineering problems and strong motivation for getting naming right.

The SNSisonly a paper design; encourage students to criticize it and think up alternatives.

Caching and replication are key to name service implementation.

Possible difficulties

Students may be confused because a name service appearsto bejust a database service. Point out the waysin which
a name service differs from a conventional database: the resolution mechanism, the physical scale of its use, and
the slow-changing nature of the data.

Students sometimes find confusing the models of navigation outlined in Sections 9.2 and 9.3 and discussed in the
DNS case study. They should be encouraged to think of reasons to use one method rather than another.

Teaching hints

Review the brief discussion of naming in Sections 2.2 and 6.4. Review the way names arise in interprocess
communication and remote procedure call. Encourage the studentsto think of examples of how naming isimportant
in other areas of Computer Science, for example program compilation and linking.

It isadvisable to cover at least DNS as a case study, since thiswill be familiar to most students.
Encourage use of nslookup to query local DNS servers, and querying of X.500 servers.
Ask students to investigate and analyse the Uniform Resource Locators used in the World Wide Web.
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TIME AND COORDINATION

Objectives

To give students an appreciation of why we need synchronized clocks in distributed systems, and of the variability
in network delays that stands in the way of accurate synchronization. To understand the key features of Cristian’s
synchronization algorithm, the Berkeley algorithm and the Network Time Protocol. To understand the utility of
logical clocks, the rules for updating them and their limitations. To introduce algorithms for distributed mutual
exclusion and election agorithms.

Points to emphasize

The lack of universal time is a fundamenta characteristic of loosely-coupled distributed systems. However, it is
possible to synchronize clocks to reasonable degrees of accuracy, which are adequate for many purposes. Internal
synchronization algorithms synchronize clocks together, without reference to UTC; external synchronization
algorithms synchronize them to UTC.

Where clock accuracy is an important requirement rather than a convenience (that is, in real-time distributed
systems), amore critical analysisis required than that given in the chapter —in particular where clocks may report
false values, and where time servers must be assumed to fail occasionally. Questions then arise about the guarantees
that can be placed on clock values returned to the user.

Logica clocks enable us to reason about the order in which events occur without reference to real time. The
happened-before relation captures events that are related at the level of the application semantics; unfortunately, it
can also capture eventsthat are unrelated at thislevel. The students should appreciate that sometimes hidden causal
channels (such as telephones) exist, which do not appear in our system model.

Distributed mutual exclusion is needed when processes access a resource or collection of resources and we require
their updatesto be consistent. It is preferable for the service that manages the resourcesto provide mutual exclusion
itself, since this does not require extracommunication; but file servers, for example, do not provide synchronization
and we require a separate synchronization service. Algorithms to achieve distributed mutual exclusion must be
evaluated on the basis of their efficiency and their behaviour under failure conditions.

Election a gorithms are required when thereisaneed to distinguish one of acollection of processes asacoordinator.
These algorithms are designed to select a unique process, even under failure conditions.

Unfortunately, network partitions may mean that a collection of processesis split into several subgroups, each of
which cannot know whether the other continues to function.

Possible difficulties

Students may find it hard to see the point of logical clocks. Concentrate on the happened-before relation, show the
application of logical clocksin Ricart and Agrawala s algorithm, and encourage students to think of examples of
actions that depend on prior actions.

Teaching hints

Review Coda s version vectorsin Section 8.4 as measures of logical time.
Encourage students to state and prove the properties of the algorithms mathematically (see [Raynal 1988)).

Get the studentsto investigate the design of UNIX filelocking, which isimplemented in distributed systemsviathe
lockd daemon.

If you have already introduced the concept of distributed shared memory or talked about shared files, point out that
these require a distributed mutual exclusion service.
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REPLICATION

Objectives

To appreciate the advantages and costs of replicating data: the potential improvement in response times and
reliability, and the extra communication costs involved in keeping data consistent. To understand the concepts of
atomicity and causal, total and sync-ordering, and to appreciate when they are required. To understand the gossip
architecture and process group systems (1SISin particular): their functionality and implementation.

Points to emphasize

Replication should be transparent to clients of areplicated service, but it is hot normally transparent to front ends
and replica managers.

It is applications that generate ordering requirements; a system for replication needs to provide a toolkit of causal,
total and sync-ordering for implementors to meet application requirements. Sync-ordering is not as fundamental as
causal and total ordering, but is needed for events such as group joins. The systems in this chapter only order
individual operations: transactions (Chapter 12) are needed to serialize groups of operations.

Vector timestamps are natural generalizations of logical clocks. Unlike the latter, they accurately reflect causality
or concurrency through the partial order we have defined on them. Total ordering is most easily obtained through
use of asequencer, but the disadvantages of this approach make it desirable to find other methods (for example, the
original 1SIS protocol and, for further study, the Trans protocol [Melliar-Smith et al. 1990] ).

The gossip architecture is not widely used but was chosen for its elegant implementation of ordering constraints
and to show that, in general, replication is about more than multicast. The architecture assumes that the timeliness
of delivery isnot critical and that it is acceptable always to perform reads and updates separately (see the answer to
Exercise 11.20). These conditions do not always meet application requirements. Students should be encouraged to
guestion them. Apart from its use of multicast, ISIS differs from the gossip architecture mainly in its notions of
group membership and virtual synchrony. Multicast and group membership protocols are tightly coupled, because
of virtual synchrony.

The chapter has not seriously dealt with network partitions, and the students should be aware of this gap.

Possible difficulties

The bulletin board exampleis used as afamiliar examplefor illustration only. It should not be taken too literally as
an application with definite ordering requirements, or as one for which the protocolsin this chapter are suited. Over
awide area network, alightweight approach is needed.

Studentsfind total ordering reasonably straightforward to understand, but they find it hard to see the motivation for
causal ordering at first.

The concept of virtual synchrony is a difficult one for somebody who has not tried to program an application that
relies upon it.

Teaching hints

Relate the material on vector timestamps to that on logical clocks in Chapter 10 and to Coda Version Vectorsin
Chapter 8.

M ake vector timestamps concrete by pointing out their role as counters of messages. More ambitiously, it may help
(Masters!) students to gain a more concrete idea of vector timestamps if they work through their application to
consistent global states (see the answer to Exercise 10.10). See [Mattern 1988]* and Chapter 4 of [Mullender
1993]*.

If you have the 1SIS toolkit installed, give the students some exercises using it. At least get them to go through a
paper design (see the Projects section).

T See Additional References.
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SHARED DATA AND TRANSACTIONS

Objectives

To study the design of services whose long-lived data items are intended to be shared by multiple clients. To
establish amodel of a single-process server whose data items are abstract data types. To set up the al-or-nothing
and isolation properties of transactions within this model, so as to be able to study how they are maintained in the
presence of concurrent clients and server failures. Concurrency control isstudied in detail in Chapter 13. Distributed
and replicated services are left until Chapter 14. Recovery isleft until Chapter 15.

Points to emphasize

In our model, a server provides operations on its data items which can be made long lived by keeping copies of its
data items in a recovery file. Mutual exclusion mechanisms can be used to make the operations atomic and the
Sgnal and Wait operations can be used to synchronize the operations of different clients.

A transaction consists of the execution of a sequence of client requests that access or update one or more of the data
items. A transaction may commit or abort.

Transactions have two crucial properties: the ‘all-or-nothing’ property and the ‘isolation’ property.

The ‘all-or-nothing’ property requires that the effects of transactions that commit must be made permanent and
when a transactions aborts, the result must be the same as if it had never existed. Recovery is concerned with
ensuring the ‘al-or-nothing’ property which has two aspects: failure-atomicity and durability. Failure-atomicity
requires that the ‘al-or-nothing’ property is maintained in the presence of server crashes and concurrent
transactions that may abort at any time.

Concurrency control deals with the isolation property by ensuring that the effects of concurrent transactions are
isolated from one another.

Serial execution of transactions maintains isolation. But doing one transaction at atime does not provide adequate
performance, particularly for interactive applications.

Seria equivalence is defined (on page 364) as interleaving transactions having the same effect as if they are done
one-at-- time. To achieve it, the accesses to a data item should be serialized with respect to accesses by other
transactions. This requires that all pairs of conflicting transactions should be executed in the same order.

Strict executions ensure the isolation property in the presence of aborting transactions.

Possible difficulties

Students seemto find it difficult to think about servers of ‘ dataitems’ with their own operations after having thought
about file server.

Theideaof seria equivalenceisdifficult. It might help to look ahead at the definition of conflicting operations (on
Page 379).

Teaching hints

Motivate the idea that transactions are necessary, i.e. that a service interface cannot always provide atomic
operations which correspond to al of a client’s requirements for atomicity. In the Bank service example, the
provision of a‘ Transfer’ operation might be useful, but would not remove the need for transactionsin Figure 12.1.

The ACID mnemonic (page 360) is a useful teaching aid.

It is important for Chapters 13-15 that students should understand serial equivalence, strict executions and
cascading aborts. Students could be asked to discuss solutions to exercises 12.6, 12.7, 12.9, 12.13 and 12.14.

The synchronisation between clients operations in a server provides a useful background for thinking about the
implementation of locks. The exercises 12.3 and 12.4 address this issue. A practical exercise on the sametopicis
provided in Project Work.

Nested transactions could be omitted.
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CONCURRENCY CONTROL

Objectives

To study the three main approaches to concurrency control, all of which maintain the isolation property of
transactions in the presence of their concurrent execution at a single server. The extension of these concurrency
control methods to distributed servicesisleft until Chapter 14.

Points to emphasize

Two-phase locking uses locks on data items to ensure serial equivalence of transactions. The operation conflict
rules give us the lock compatibility tables. Rules must be added for lock promotion. Strict two-phase locking
prevents cascading aborts. Lock managers should use threads and synchronisation operations. Any locking scheme
must address the issue of deadlock.

Deadlock detection isrelatively simple at asingle server.

Optimistic concurrency control assumesthat conflict isunlikely and allows concurrent transactionsto perform their
operations on tentative versions without checking for conflicts between them. Each transaction is validated before
it is allowed to commit. If the validation fails, the transaction is aborted. Starvation is an associated problem. The
validation rules are derived from operation conflict rules. These rules are simplified by allowing only one
transaction at atimeto validate and write its permanent dataitems. There are two alternatives: Backward validation
and forward validation.

Timestamp ordering ensures seria equivalence by ordering transactions according to the times at which they start.
Each request to perform an operation is validated for its conflicts with other operations on the same data item. If
the validation fails, the transaction is immediately aborted. Strict executions may be ensured by delaying Read
operations. Deadlock cannot occur.

Possible difficulties
Some of the ideas are quite subtle, in particular the interaction between two-phase locking and serial equivalence
and the interaction between strict executions and recovery. These ideas can be tested in Exercises 13.1-13.6.

Although the idea of read/write locksis relatively straightforward, students experience difficulty in implementing
the lock manager outlined in Figure 13.5. The task becomes even more difficult when lock timeouts are added.

The section on locking may be taught on its own — it isindependent of the rest of the chapter.

Teaching hints

The approach is to consider transactions at a server of data items following the model established in Chapter 12.
The methods for concurrency control are based on those used in databases but they are valid whether the dataitems
are permanent or not.

To simplify the discussion of concurrency control, it isassumed that the high-level operations provided by aservice
can be trandated into Read and Write operations on simple data items. We do not discuss semantic locks.

The three methods for concurrency control are derived from the interaction between operation conflicts and serial
equivalence. It may help to discuss these ideas.

The students could be asked to discuss the provisions for concurrency control in the file services discussed in
Chapters 7 and 8 which were designed under the assumption that most files are read and written by one user.
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DISTRIBUTED TRANSACTIONS

Objectives

To extend the ideas of Chapter 12 to deal with distributed transactions. To extend the three methods of concurrency
control given in Chapter 13 for use with multiple servers. To study how distributed deadlock may be detected To
study transactions with replicated data.

Points to emphasize

The two phase commit protocol ensures that al the servers in a transaction reach the same decision: to commit or
to abort. Timeout actions are included in case serversfail. The protocol has considerable communication costs and
can cause severe delays.

Distributed concurrency control is based on local concurrency control at each server. Locks will be held at each
server until the coordinator announces the decision and the local commit is completed. As distributed deadlock
detection is complex, timeouts on locks are a useful alternative.

A centralized solution to detection of distributed deadlocks is not scalable. Phantom deadlocks are a problem with
non-centralized approaches to detection. Edge chasing is a technique for finding cyclic dependencies without
storing the entire wait-for graph.

A service with replicated data items provide replication transparency. Interleaved operations on replicated data
items should be equivalent to serial executionson asingle copy. One-copy serializability isthe goal for concurrency
control on replicated data items.

Failures and recoveries must be serialized with respect to transactions — see available copies replication.

Replication schemes must deal with network partitions. Pessimistic schemes permit operations to continue in only
one partition. Quorum consensus schemes alow partitions to decide independently which one can continue. The
virtual partition algorithm combines the performance of available copies replication with the ability to handle
network partitions.

Possible difficulties

Students find it hard to remember that servers cannot change their mind after having agreed to commit in the two-
phase commit protocol.

The distributed deadlock algorithms are very complicated — they could be omitted.

The application of one-copy seriaizability in the available copies algorithm is hard.

Teaching hints

The approach isto consider an architecture for a distributed transaction in which the servers operate independently
until the transaction is ready to commit, at which point a coordinator is required. Students could be asked to say
why atomic commitment is difficult and to suggest a solution. They can be asked to consider each of the placesin
Figure 14.6 where a timeout might be required and to consider the problem of coordinator failure. Discussions of
aternative protocols can be based on Exercises 14.1-14.4. (Recovery of the two-phase commit protocol is left for
Chapter 15).

Theidea of independent servers can be extended to the discussion of distributed concurrency control.

Locking, optimistic concurrency control and timestamp ordering should be revized before asking students to say
how serial equivalence between independent servers can break down in each method. Discussion may be based on
Exercises 14.6-14.10.

This discussion can be extended to discuss how distributed deadlock arises.

The architecture for transactions with replicated data can be compared with the architectures of Chapter 11. The
algorithms for quorum consensus and virtual partition can be reinforced by Exercises 14.14-14.16.
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RECOVERY AND FAULT TOLERANCE

Objectives

To study how the all-or-nothing properties of transactions can be ensured in the presence of server failures.
To introduce other approachesto fault tolerance in distributed systems.

Points to emphasize

Recovery is concerned with ensuring that atransaction service hasthe properties of failure atomicity and durability.

The recovery file consists of a log of al the transactions at a server and can be used to restore its data items.
Checkpoints are used to reduce the size of the recovery file.

If the two-phase commit protocol has reached a decision to commit, the serversinvolved must complete it even if
they fail repeatedly. The recovery file includes entries to ensure that thisis possible.

Transaction recovery can take unbounded time and is not appropriate for services with real-time requirements.

The assumption that a server is fail-stop simplifies the design of components that use it. The fault model for
transactions assumes that servers are fail-stop. For life-critical systems, it is safer to assume that arbitrary (or
Byzantine) failures may occur.

The specification of aservice should includeitsfailure semantics. The classification of faults (e.g. response, timing,
crash, arbitrary) isan aid to describing failure semantics.

Fault-tolerant services are implemented as groups of servers running on different computers. Closely synchronized
groups can provide a continuous service even when some servers fail and they can mask Byzantine failures.

Loosely synchronized groups (e.g. primary/backup) are less expensive in processing resources but recovery can
cause delays. They cannot be used to mask Byzantine failures.

Possible difficulties

Understanding fault-tolerant distributed systems is very difficult because complex situations can arise when
components fail.

Earlier chapters have assumed that value failures are masked and students may have difficulty in believing that a
service can be anything other than fail stop. It may help to give an example of a component that breaks down and
then emits garbage signals, rather than failing quietly. Difficulties can also arise with understanding timing failures,
because students' experience is mainly with systems like Unix that do not offer real-time guarantees.

The difficulties with arbitrary failures and timing failures can lead to further difficultiesin ng the usefulness
of closely synchronized group services. (see Exercise 15.13, 15.14)

Teaching hints
The approach isthat transaction recovery iswell understood and has a well-defined fault model, but is not suitable
for applications with strict requirements for performance and reliability in the presence of arbitrary faults.

Revise Section 12.4 on the all-or-nothing properties of transactions and motivate the need for an intentionslist. To
explain the logging technique, discuss the transfer of the intentions list and associated data items to the recovery
file. emphasize that entries from different transactions can be interleaved — see Exercises 15.1- 15.5 which also
explore the interaction of recovery with timestamp ordering and optimistic concurrency control.

Revise the two-phase commit protocol and ask students to suggest what must be written to permanent storage at
each step in Figure 14.6. Then compare the results with the table in Figure 15.3 and do Exercisel5.7.

Study the fault model for transactions, the primary/backup service and stable storage to illustrate the point that
services should have well-defined failure semantics, given in terms of the classes of faults (pages 462-464).

Use the Auragen example on page 469-71 to illustrate the technique of primary and backup server and emphasize
the point about not re-sending messages during recovery. Compare with master/slave (see Exercise 15.16).

17

5/8/97 Instructor's Guide for Coulouris, Dollimore and Kindberg Distributed Systems: Concepts and Design Edn.2 © Addison-Wesley Publishers 1994



SECURITY

Objectives

To introduce security threats and demonstrate how the openness of distributed systems renders them vulnerable to
attack unless security measure are incorporated at the system level. To review the security technol ogies devel oped
to date: encryption, authentication and digital signatures, and to illustrate their application in general-purpose
security tools. To illustrate the usefulness of formal methods in validating security procedures and protocols.

Points to emphasize

Most serious applications of distributed systems demand secrecy and/or integrity. The design of secure applications
reguires an analysis of the security of all underlying system components.

The techniques in this chapter offer a reasonable basis for the design of secure systems, but great care is required
to avoid loopholes. Formal methods for the verification of security protocols are still under devel opment.

Possible difficulties

The material is not inherently difficult, but there are many new concepts (many of them from the cryptography and
security world) and some new notation. Taken all together, they are somewhat daunting. There may be something
to be said for teaching it in two or more chunks, allowing time for the concepts and notation to sink in after the first
chunk.

Teaching hints

If atwo-part approach is desired, a break could be taken after Section 15, leaving all aspects of authentication and
digital signaturesto alater stage.

Some exercises such as 16.1, 16.2 and 16.4 may help to bring the practical implications of security and the lack of
it home.

18

5/8/97 Instructor's Guide for Coulouris, Dollimore and Kindberg Distributed Systems: Concepts and Design Edn.2 © Addison-Wesley Publishers 1994



DISTRIBUTED SHARED MEMORY

Objectives

To understand the motivation for preferring the shared memory programming model to message passing, but at the
same time to appreciate its limitations. To understand the concept of distributed shared memory, and in particular
the page-based and library-based approaches to it. To appreciate the design and implementation issues associated
with DSM. To be familiar with write-update and write-invalidation protocols. To understand Ivy’'s use of write-
invalidation to achieve sequential consistency. To appreciate the costs involved in implementing sequential
consistency, and therefore the motivation for release consistency and other weaker forms.

Points to emphasize

The goal of porting programs written for shared memory multiprocessors to clusters of workstations or distributed
memory multiprocessors, using the DSM abstraction, is not straightforward. The programmer needs to understand
the operation of DSM, and may need to annotate or alter her program (for example, she may have to change the
layout of dataitems).

The consistency model is a quite different concept to the programmer’s synchronization model; but the two are
related in release consistency (and other weaker forms of consistency).

Use of write-update vs. write-invalidate depends upon the sharing pattern between readers and writers. Apart from
the protocol and the consistency semantics, avoidance of thrashing, choice of granularity and avoidance of false
sharing are strong determinants of the efficiency of a DSM implementation.

Sequential consistency isexpensiveto implement. Weaker forms of consi stency, which depend upon programmers’
use of synchronization objects, can be more efficiently implemented.

Possible difficulties

The distinction between synchronization model and consistency model takes some getting used to.

Students are liable to find difficult the notions of sequential consistency and weaker forms of consistency.

Teaching hints

Review the topic of mutual exclusion, as taught on undergraduate OS courses.

Toimplement (mutable) DSM isto replicate data with appropriate consistency semantics, and thisisaproblem that
the students also meet in Chapter 11. That chapter’s study of multicast semantics should throw light on ways to
implement the different consistency models.

If the students are familiar with mapped files, then appeal to shared mapped files is likely to make the problems
concrete for them.

Encourage the students to find examples of executions on sequentially inconsistent and consistent memories. Use
the notation introduced in Exercise 17.3. Do the same for the other consistency models.
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DISTRIBUTED OPERATING SYSTEMS:
CASE STUDIES

Objectives

To give the student insight into the design of distributed operating systems by examining prominent examples of
existing systems. In particular, we examine the features provided by three general-purpose microkernels, an
operating system to support distributed objects, and examples of RPC and multicast implementations.

Points to emphasize

The main emphasis when discussing the kernel case studies should be on the degree to which they have common
features, and on the other hand how they differ in some significant ways.

Relate the common features to common design goals, and rel ate the differences to differences in their design goals
and choices of trade-offs.

Distributed objects are a powerful paradigm for programming distributed systems. The Clouds system only
addresses heavyweight objects, and dealing with fine-grained objects is a considerabl e further challenge.

The performance of RPC systems is dependent on software costs to a great extent.

Possible difficulties

We assume that students are familiar with some UNIX system calls, such as fork().

Students need a thorough understanding of the basic operation of paged MMUSs, and of the concept of virtual
memory. They also need to understand fully the costs involved in switching between MMU contexts.

Teaching hints

Review the topics of processes, scheduling and virtual memory, as taught on undergraduate OS courses.
Review the material in Chapter 6, and relate the topics here to that material.

Although the case studies may be covered inisolation, it isinstructive to cover at least two kernel case studies and
compare them.

Appeal to the students' knowledge of UNIX (or another OS), and consider how abstractions such as processes,
signals and files can be manufactured from microkernel abstractions.

The discussion of Clouds addresses only some of the issues raised by distributed object systems. Encourage the
students to follow up the references and issues raised in the discussion.
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