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Summary
This is a short discusson article about the comprehensive review paper by
Bedford e d on expet dictation for relidble sysems. Our aticle
highlights especidly the benefits of usng Bayedan networks and dso

raises anumber of issues that follow on from the review paper.

The paper “Expert dicitation for reliable system design” by Bedford, Quigley and
Walisistimey and sgnificant for three reasons:

1. It addresses the importance of expert dicitation in systems design and the
datigticd and practica chdlenges faced when trying to use expert judgements
inaway that is consstent with established approaches based on Satistical
reliability testing.

2. It rightly focuses our attention on the need for a holitic gpproach to religbility
evauation that goes beyond analysis of single projects to dso include
information from “softer” sources such as design and operationd use.

3. It recognises the emerging importance of Bayesian methodsin providing the
“uncertainty caculus’ to combine evidence from experts with Satisticd



reliability datain such away that system reliability assessmentsand forecasts

can grow and evolve as a system changes throughout itslife.

Our own research and experience supports many of the key thrusts of the authors
idess. For the last 10 years we have been applying Bayesian methods, and more
specificdly Bayesan networks (which the authors refer to in Section 4.2.3), to awide
variety of problem areas (see for example [Nell et al 2003] and [Fenton et d 2004]).
Thisincludes system dependability evauation, of which the best-known exampleis
the TRACS system [Nell et d 2001]; thisis an early exemplar of the meta- moddling
frameworks cited by the authorsin Section 4.1. We have found Bayesian methods to
be most beneficid to the types of problems mentioned by the authors, including the
issue of making trade-offs between religbility and other system objectiveslike
functiondity and cost (something we examined in detal for software systemsin
[Fenton et d 2004]).

We have anumber of additional observations to make about the paper:

Very often rdiability assessments are carried out by aclient (rather than the
design authority) or by a procurement agency on behaf of the dlient. In this case
the expert is not the designer but a customer, and the impact of thisis more
generd than the authors gppear to suggest in Table 1. Such customers may have
relevant experience of operational rdiability gained from use of smilar products
from this or different suppliers and will, quite correctly, want to use thisto best
effect ether to reduce testing effort or to select suppliers at the procurement stage.
Other dtuations spring to mind where a different perspective would giverise to
additiond problems and chalenges, such as COTS (Commercid Off The shelf
Sysems).



There can be apaucity of empiricd datafor misson and safety critical systems
samply because the systems may be novel or the top events rare. PRA methods
asde, this problem often forces practitioners to borrow or adopt data from
different sources, some of uncertain provenance, to help meke ardiability dam
based on some structured (or often ungtructured) argument. Where data does exist
it may only be partidly relevant for anumber of reasons. For example, the data
may be sourced from heterogeneous systems or it may have been collected under
different or uncontrolled conditions. Detalled Satistical moddlling is practicaly

and economicdly infeasble in such “messy” Stuations but nevertheless
judgements have to be made. In practice these decisions can be a black art,
involving opague assumptions and unchecked subjectivity, but in our experience
Bayesian methods can help bring somerigour and structure. More importantly, it
also encourages trangparency and allows uncertainties and assumptionsto be
moddled explicitly.

In TRACS[Nell et d 2001] we built asystem that partialy or wholly addresses
some of the authors' aims with some success. Indeed the system remainsin
routine use by QinetiQ to assess the rdiability of military vehicles throughout
procurement, design, test and operationa use. One of the origina key motivations
for TRACS was exactly the problem identified in Section 4.1 that traditiona
approaches to reliability prediction tended to be over-optimistic because they
failed to take account of design and process factors. The TRACS architecture
dlows estimation of failure rates from families of components using aBayesian
hierarchica modd, aggregation of these into asystem leve rdiability
distribution, which can then be updated, using Bayes' rule and likelihood data
gathered at prototype test, system trid and pre- production stages. Crucidly, a
each stage anumber of expert-based assessments are made to adjust the failure
rate predictions based on quditative estimates of design and manufacturing



factorsincluding: subcontractor competence, risk andysis qudity, design
documentation qudity, staff reputation and sKills, etc. A hybrid Bayesian network
isthen usad to fuse dl of the information to provide a family of estimates and
predictions throughout system life. The state of the art has moved on considerably
gnce TRACS and the Bayesian dgorithms used in TRACS are now available
commercialy [AgenaRisk 2006]. Asaresult mode construction is now
congderably faster and easier than it was when TRACS was first implemented in
1999.

The issue of expert dicitation is becoming increasingly reevant to extend and
supplement Sx- Sigma approaches. For example, we have recently been working
with Matorola to hep complement their Six- Sigma programme by using Bayesian
methods to represent expert judgements about the impact of fundamental
organisationa and process factors on down-stream product reigbility. Thisis
commercialy important because often reliability problems occur as a result of
sources of systematic design variability, often itself caused by the ineffective
management of outsourced suppliers and problems in communicating and
implementing system requirements. These areissues that are not eeslly addressed
by gatistica process control techniquesnor are such techniques desgned to
address them, despite their importance. Based on this experience a number of
interesting research issues relevant to the paper spring to mind:

a Culturd conflict — how to persuade engineering experts to express Bayesian
priors when the dominant culture of SPC isamost entirely data driven (which
can lead to what Chapman cdls a syndrome of objectiveirrationdity
[Chapman and Ward 2000])?



a Wha universa organisationa and process drivers affect what industries and
in what way?

a Canwe assess the effects of process factorsin quantitative terms or encourage

the adoption of methodical collection and sharing of the necessary data?

The authors implicitly assume that the benefits of probability dicitation will only
accrue in Stuaions where there is dready a highly developed reiability
methodology to which new techniques can be added. In these stuations thereis
aready structure, methods and data. But what of those who need to assess
reliability of products sourced from less mature organisations or where data
callection by empiricd meansis economicaly infeasible? Here dicitation could,
perhaps controversdly, be used instead of traditiond rdigbility methods. In this
Stuation decisons would turn on “softer” issues but would nevertheless be
quantified and in principle, the prediction ultimatdy verifiadble, at least in

principle.

An additiond key benefit of probability dicitation not covered in the paper is that
it helps codify knowledge, making it available in future on other projects or for
other systems. Thisisimportant because reliability assessment is not just a one-
off activity undertaken on asingle system or project or even over the life-time of
such systems; it dso addresses families of systems that change within a changing
design organisation or usage environment. From this perspective dicitation

should be seen as a knowledge management opportunity rather than atechnical
problem to be solved in isolation. Such knowledge, if codified and trusted, could
be reused at reduced cost on future projects and used to help communicate
engineering judgement from engineering experts to novices.



The issue of biasin subjective probability dicitation (that the authors addressin
Section 3.2) has too often been used as an easy excuse not to do Bayesian
modeling. We fed strongly that this issue has been overplayed -- agood
discussion of this can be found in [Ayton and Pascoe 1996]. Moreover, in our
own work in building Bayesan net models with domain experts we have
developed arange of techniques that minimise the effort required for probability
dictaion. An exampleis the use of smple pre-defined distributions that cover
most common Situaionsinvolving ordina scae variables that are conditioned on
other ordina scale variables [Fenton and Neil 2006].

Findly, we would like to congratulate the authors on writing such an interesting, wide
ranging and thought provoking paper.
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